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1. Abstract  
 

Cyber crime today operates at the scale and sophistication of global industries and modern cyber 

criminals often seem to have clear (business) objectives when starting their actions. The cyber crime 

process includes various aspects: development and sale of tools, attack planning and execution and 

generating personal gain for the criminals. Cyber crime is complex, and in order to better understand 

and undertake measures in fighting it, it is important to get insights into its mechanics and to 

understand the criminal thinking and activities throughout the crime cycle.  

This work presents an overview of the cost of cybercrime, the cultural aspects related to cybercrime, 

and discussions on both the victims and perpetrators of cybercrime. We have provided journey maps 

from both the victim and perpetrator view. The cybercrime victim journey maps represent an 

overview of the paths taken by victims when navigating cyberspace and becoming a target for cyber 

criminals.  The perpetrator, or criminal journey maps, give an account of how criminals operate with 

the focus on specific categories of crimes and the steps required to undertake these crimes. They 

provide an account of how the criminals operate from preparation to monetisation.  
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2. Executive summary  
 

Cyber attacks are increasing in both complexity and intensity, reflecting an increased level of 

sophistication. New vulnerabilities and threats can emerge quickly. Cyber criminal networks include 

international criminal organisations, intelligence agencies, individuals and small criminal groups, and 

legitimate organisations (Detica 2011). Typically, cyber criminals operate in loosely organised 

networks comprised of relatively independent parts that are capable of quick assembly and/or 

dispersion. Additionally research has shown that there is a correlation between culture and 

computer network attacks (Sample 2013). Modern cyber crime activity includes a business model 

that mimics the way legitimate industries structure the provision of specialised services, including: 

the marketing, development and sale of attack tools; those providing services to plan and execute 

attacks; and providers to assist in the laundering of stolen assets.  

An important property for the development of organised crime is scalability, and this is what the 

internet provides. Cyber crime operates at the scale and with the sophistication of other global 

industries. With cyber crime assets it is possible to commit crimes, such as hosting illegal content on 

the internet or carrying out attacks on systems, while operating from another country or outside the 

EU through remote access. Due to jurisdictional differences there are many impediments to 

protection from cyber crime (European Commission 2007), and to be successful the fight against 

cyber crime requires a well-working interplay between a number of legal aspects. 

Given the complex nature of cyber crime, and in order to understand and take efficient measures 

against it, it is imperative to gain deep understanding of the mechanics of cyber crime, from the 

preparation stage through to implementing exit strategies. As part of the E-CRIME project, this Work 

Package has performed journey mapping to describe the events and experiences that cyber crime 

perpetrators and victims go through during a cyber crime; achieve through the use of crime scripting 

techniques. The research focus in this work is on the crime itself, not the underlying causes of crime 

or the law enforcement actions following the crime. This will facilitate further work within the project 

to map cyber criminal networks, their modus operandi and economies, but also the identification of 

possibilities to deter criminals and manage risks.  

As per the taxonomy of cyber crime developed within the E-CRIME project, we have excluded those 

criminal activities related to cyber terrorism or cyber warfare, focussing instead on the four main 

categories with direct economic impact (E-CRIME Deliverable 2.1): 

1. Criminal online financial activity. 

2. Activities causing the breakdown, interruption or incorrect operation of services or 

infrastructures. 

3. The theft or hijacking of processing capacity. 

4. The theft of information, secrets, intellectual property, or knowledge. 

This document presents an overview of journey maps for cyber crimes (see Figures 8, 9 & 20-26) 

including consideration on cyber crime networks and economic structures. The journeys selected 

were based on the work completed within the task 2.1. A Report on Taxonomy and evaluation of 

existing inventories.  

Based on a literature review, expert interviews, as well as a questionnaire presented to stakeholders 

developed as part of the current work, cyber crime journey maps were drawn up. These maps help 

identify the cyber criminals’ modus operandi; a typical account of how they operate when 

undertaking a crime from preparation to monetisation and exit. They also provide a sense of the 
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processes and practices through which cyber crime occurs, including both technological and 

organisational pathways.   

A total of eight criminal journeys were mapped, and for each journey this map was divided into three 

principal phases: preparation, execution and monetisation. In examining these journeys, the key 

motivators and cultural drivers were also considered. This research was based on expert discussions 

and literature. As cyber crime is a quickly evolving field, academic literature on specific aspects of it is 

relatively scarce. We therefore relied on experts and practitioners in the law enforcement sector and 

relevant authorities, as well as independent researchers as the key sources of information on cyber 

crimes. The journeys were validated and finalised in the validation workshop, held in Rome on 

January 19-20, 2015. 

This document also presents findings from the questionnaire that was used to collect input from 

stakeholders. The results of the questionnaire were combined with the results of tasks 2.1 and 2.2 

(the taxonomy and cyber crime inventory). This additional data collection was organised with the 

help of the E-CRIME Stakeholder Forum, specifically with representatives of the selected non-ICT 

sectors, ISPs and telecommunications companies in different Member States. When necessary, the 

questionnaires were complemented with a set of interviews.  
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3. Context 
 

This deliverable is the third output from work package 2, “Mapping Cybercrime”. In this work 

package, the aim was to analyse the structures of cyber crime networks, their interactions and the 

economies and criminal revenue streams that support these networks; and develop perpetrator and 

victim “journeys”.  

This report is being published at an early stage of the three-year E-CRIME project because of its 

significance to other work packages. As the E-CRIME project consists of a number of concurrent and 

overlapping work packages, a number of tasks need to be completed as early milestones, and 

deliverables must be published, in order to permit the detailed planning and precise scoping of the 

subsequent research activities.  The results of Task 2.4 will feed into: WP4 on economic impact and 

analysis; the gap analysis in WP7; and will be used as additional input for determining critical 

interventions to deter criminals in WP8.  

This report presents the results of the work performed in respect of Tasks 2.3 and 2.4 of WP2. Task 

2.3 consisted of developing and distributing a questionnaire to key stakeholders in order to collect 

additional real-life information. The results of this questionnaire were fed into Task 2.4, the aim of 

which was the mapping of cyber crime “journeys“ and structures.  

Based on literature reviews, preceding inventories, and a questionnaire forwarded to key 

stakeholders, we have developed general journey maps for both victims and perpetrators of 

cybercrime.  

The victim journeys are described with the Council of Europe’s Cybercrime Convention (2001) as a 

starting point. We describe the offences against confidentiality, integrity and availability; computer 

related offences (forgery, fraud); and offences related to infringements of copyright and related 

rights. Content-related offences (such as offences related to child pornography) are outside the 

scope of the current work. A combined victim journey map for the three types of offences is also 

provided.  

The current paper also provides an inventory of cybercrime and the overview of the cost of 

cybercrime to the extent this is possible taking into account available literature and studies. From the 

cybercrime perpetrator side, we have developed a general map of cyber crime networks and 

economic structures, as well as cyber crime journey maps from the perpetrator view. This depicts the 

modus operandi of cyber criminals (an account of how cyber criminals operate). It also produces a 

sense of processes and practices through which cyber crime occurs, including technological and 

organisational pathways. We also identify the economic processes, key income-generating 

opportunities and major streams of criminal revenue driving cyber crime. 

 
This report stands alone as a specific piece of work relating to the completion of two specific tasks 

within WP2, but it should be remembered that it is one deliverable among many that will present a 

comprehensive view of the current state of cyber crime. 
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4. Objectives 
 

The objectives for this task were to analyse the structures of cyber crime networks, the economies 

and criminal revenue streams that support these networks, and develop perpetrator and victim 

“journey maps”. These maps will help to identify the cyber criminals’ modus operandi, or how they 

operate within a crime cycle from preparation to monetisation and exit. It will also provide a sense of 

the processes and practices through which cyber crime occurs, including both technological and 

organisational pathways. 
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5. Methodology 
 

Task 2.3 was performed by means of a questionnaire forwarded to select stakeholders. The 

questionnaire was developed based on a review of literature and expert interviews with regard to 

their experiences with cyber crime. The draft was sent to project partners for comment and then 

forwarded to stakeholders for answers. The data provided in the answers was anonymised, it will 

only be kept for the duration of the E-CRIME project and only be used for the purposes of the current 

project. The data is stored securely, using the processes as set down by Tallinn University of 

Technology regulations. After the termination of E-CRIME project the data will be transferred to the 

EC for storage or deleted if no required. The intent was to gather all stakeholder answers and draw a 

picture of the current situation throughout various sectors. This enabled us to map experiences of 

the E-CRIME stakeholder forum and to integrate these experiences to Task 2.4 (mapping cyber crime 

journeys). 

Task 2.4 was performed by means of a review of the existing literature and an evaluation of the 

published approaches, as well as by conducting expert interviews. Sources of information included 

those provided as a result of Task 2.2 of the E-CRIME project (journals and conference proceedings in 

the fields of law, criminology and information systems, reports published by think-tanks and law 

enforcement agencies, scholarly textbooks, and the websites of police agencies.) 

The result of Tasks 2.3 and 2.4 form the main contribution to this deliverable. However, the 

deliverable also relies heavily of D2.1 and the results from Tasks 2.1 and 2.2. 

 

E-CRIME stakeholder survey 
The survey for E-CRIME stakeholders was developed by the authors and commented upon by 

consortium members. The survey was then forwarded to the E-CRIME stakeholders for response. 

To ensure the informed consent of the survey participants, a statement of informed consent was 

sent together with the questionnaire. This statement included: 

- The purpose of the research 

- The name and contact details of the author 

- The identification and description of project 

- An assurance of confidentiality 

- An assurance of privacy 

Conforming to the basic principles of ethical research, the only collected data is the participants’ 

answers and the time of submission. The survey took place between in October 2014. The full details 

of the questionnaire, together with accompanying documents, can be found in Annex 1. 

The survey was distributed by e-mail to a select number of E-CRIME stakeholder forum. It was sent to 

36 entities and received 22 responses.  

Interviews 
Semi-structured interviews were selected as the means of data collection because of one main 

consideration. In the case of structured interviews the wording and order of questions is exactly the 

same for each respondent so that we can be sure that any differences in the answers are due to 
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differences among the respondents rather than in the questions asked. In contrast, the semi-

structured interview method follows a framework but is open, allowing new ideas to be brought up 

during the interview as a result of what the interviewee has responded (CERIS 2007). An interview 

guide was prepared (Annex 2), which provided an informal grouping of topics to be covered during 

the interview. The semi-structured interview method allowed for the tailoring of questions to each 

specific interview situation and to each person individually.  

The interviews resulted in more thorough data collection and the identification of interesting 

nuances. The authors prioritized the interview results, since the main outcome of this paper will be 

the provision of victim and criminal journeys. Also, law enforcement and cyber security specialists 

have a unique view on real cyber incidents and cyber crime.  

Expert Groups 

The experts interviewed for this Deliverable were drawn from law enforcement, cyber security, as 

well as academia. Different expert groups each came to the topic of research (cyber crime) with 

specific expertise and points-of-view, and the chosen research method allowed for the analysis of the 

experiences and requirements from a wider audience. The aim was to reach conclusions with more 

general applicability, rather than to research single activities at the micro level and identify 

conclusions which did not translate beyond the specific context from which they were drawn.  

Qualitative analysis 

The different target group interviews were conducted in the form of semi-structured questionnaire 

and interviews. Those with experts – including the results thereof – formed the basis for all others 

(university teaching staff, law enforcement, government institutions).  

Method Target group Timeline Main findings 

Semi-structured survey 
(E-CRIME stakeholder 
forum) 

36 stakeholders October 2014 Information on common 
attacks against selected target 
audience 
Unwillingness to disclose 
information on financial losses 
Commonalities in experiencing 
cyber attacks 
Use of outdated software 
(Windows XP) 

Semi-structured 
interviews (law 
enforcement) 

3 experts October 2014 Getting insight to cyber 
criminal actions 
Drawing cyber crime journey 
maps 

Semi-structured 
interviews (cyber 
security experts) 

2 CERT-EE experts 
2 NATO CCDCOE 
experts 

November 
2014 

Improving cyber crime journey 
maps 

Semi-structured 
interviews (academia) 

3 Tallinn University 
of Technology 
professors 
2 Baltic Defense 
College professors  
 

September 
2104 – 
January 2015 

Detailed insight to various 
forms of cyber crime attack 
vectors 
Improving cyber crime journey 
maps 
Developing cyber crime victim 
journey maps 

Table 1: overview of semi-structured interview methodology and findings 
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6. Rationale for the focus of the taxonomy and journeys   
 

As already underlined in D2.1 “Taxonomy and evaluation of existing inventories”, the concept of 

cyber crime is problematic because it is open to a variety of social, political, practical and scientific 

interpretations and explanations. Most of the definitions of cyber crime take into consideration the 

utilisation and mediation of cyberspace1 in the perpetration of cyber criminal activities, while 

distinguishing those criminal activities that are heavily dependent on cyberspace from those that are 

not. According to Wall (2007, p.187), “true cyber crimes are criminal behaviours transformed or 

mediated by the Internet”. This encourages the study of how digital opportunities and technological 

innovations have transformed traditional crimes into cyber crimes. Initially for the E-CRIME project 

we adopted a broader, but still cyber-space-based, definition of cyber crime (see E-CRIME DoW, p. 4). 

This definition included all cyber activities that support crime in any of its aspects, while also 

emphasising how the Internet has transformed traditional crimes and projected them on a much 

larger scale. However, following the development of the project and the initial findings and results, 

put forward mainly in D1.3 “Selection of non-ICT sector and Members States” and D2.1 “Taxonomy 

and evaluation of existing inventories”, we have further redefined the initial area of investigation and 

the focus for the taxonomy and journeys to include legal and practical considerations emerging from 

the five selected non-ICT sectors (i.e., energy, financial services, health, retail, and transport). This 

has been motivated by the need to develop a taxonomy and journeys that can be effectively used as 

input for identifying practical, inter- and cross-sector opportunities and/or solutions to manage cyber 

risks. This meant that the taxonomy and the journeys had to be anchored to a shared understanding 

of what is legally considered as cyber crime, while remaining economically relevant to the identified 

non-ICT sectors. In order to do that we have initially used the Council of Europe Convention on 

Cybercrime (2001) as our legal basis for the development of the taxonomy and the journeys and then 

disregard the components of the Convention which are not applicable and/or economically relevant 

to the identified non-ICT sectors.  

The notion of cyber crime, referring to “criminal acts committed using electronic communications 

networks and information systems or against such networks and systems” (European Commission 

2007, p2), is primarily a social concept defined by the intention of actors in relation to norms laid 

down by law. In 1997, the Council of Europe (CoE) appointed a committee of experts to discuss and 

create a set of standard laws on cybercrime which was applicable to the global community and to 

develop a common criminal policy against cyber crime. Canada, Japan, South Africa and the U.S. were 

invited to participate as observer nations (Marion, 2010). The Convention on Cybercrime was finally 

passed in June 2001. The Convention, together with 2007 EC report entitled “Towards a General 

Policy on the Fight against Cyber Crime”, has harmonised terminologies related to cyber crime and 

defined a minimum standard for the criminalization of cyber crime among the ratifying countries. 

Both documents set a baseline for effective cyber crime policy, in particular for cross-border crime 

and extradition procedures. It also serves as a framework for international policies on cyber crime 

and was the first document that addressed cyber crime from a global perspective. As of October 

2014 the Convention, has been ratified by forty-four states and signed by nine others.   

We have selected the Convention as our starting point for the taxonomy and the journeys since it is 

an established legal instrument, provides the foundation and the initial minimum standards for the 
                                                           
1Cyber space stands for the global network of interdependent information technology infrastructures, 
telecommunications networks and computer processing systems in which online interaction and 
communication takes place. 
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criminalization of cyber crime, and is widely recognised. Furthermore, its four large categories cover 

a wide range of criminal activities and can be adapted following recent cyber crime developments. 

Indeed, the Convention serves as a general model to understand what constitutes cyber crime, 

educates people about what is right and wrong behaviour on the internet, and also acts as a general 

legal framework for the European and international countries in the development of legislations and 

policies for fighting against cybercrime (Marion, 2010).  

The Cybercrime Convention (2001) proposes a four general category classification of cyber crime:  
 
Offences against the confidentiality, integrity and availability of computer systems and data;  

¶ Article 2 – Illegal access  

¶ Article 3 – Illegal interception  

¶ Article 4 – Data interference  

¶ Article 5 – System interference  

¶ Article 6 – Misuse of devices  
 
Computer related offences (forgery, fraud);  

¶ Article 7 – Computer-related forgery  

¶ Article 8 – Computer-related fraud  
 
Content related offences;  

¶ Article 9 – Offences related to child pornography  
 
Offences related to infringements of copyright and related rights.  

¶ Article 10 – Offences related to infringements of copyright and related rights  
 
An additional protocol to the Convention came into force on 1 March 2006. This protocol obliges 

states that have ratified it to criminalise the dissemination of racist and xenophobic materials and 

threats and insults motivated by racism or xenophobia, through computer systems. 

Out of these four categories and additional protocols, the consortium has decided not to focus on 
content related offences, including the dissemination of racist and xenophobic material, since this 
type of offences are not economically relevant ( i.e., producing an economic impact) for the non-ICT 
sectors selected for the analysis, namely energy, financial services, health, retail, and transport. As a 
result the taxonomy and journeys developed in this report focus on: offences against the 
confidentiality, integrity and availability of computer systems and data; computer related offences 
(forgery, fraud); and offences related to infringements of copyright and related rights.  
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7. Economic impact of cyber crime 
 

7.1 Cost of cyber crimes on victims 
An essential prerequisite to analyse the impact of cybercrime on individual victims and society at 

large, is to measure its costs. Unfortunately, most estimates of cybercrime costs are highly contested 

and most studies in this area have yet failed to provide definitive results which are widely accepted 

(Herley & Florêncio 2012). The spectrum of cost estimates ranges from narrow summations of the 

known direct costs of detected crimes (potentially even restricted to cases where a conviction has 

been obtained, as only then is criminality definitive) which represents the low end, to speculative 

extrapolations from single cases to the overall population at the high end. Reasons for the difficulties 

in measuring cybercrime are well-known: cybercrimes are global, while traditional crimes such as 

burglary and car theft are local; they have strong externalities indirectly affecting others than the 

victims; and they are still not well enough understood. 

To address the measurement problems (Anderson et al 2013) proposes a framework, which 

specifically deconstructs the costs of cybercrime for the victims and further extends the 

measurement by an economical perspective. The authors state that their study is the first systematic 

approach to measure the costs of cybercrime. Their framework fits well into the context of the 

ECRIME project, as it builds on the definition of cybercrime as stated in the Council of Europe 

Convention on Cybercrime (2001), but also incorporates an economic perspective. This section 

introduces the framework and summarizes the main findings. All references in this section are based 

on Anderson et al. (2013), if not stated otherwise. 

Modifying the categorization of an earlier report published by Detica (2011), the framework 

decomposes the overall costs of cybercrime into three different categories. Furthermore, 

cybercrimes are distinguished to be direct crimes (cybercrimes) and infrastructure crimes (supporting 

infrastructure). Figure 1 illustrates the structure of the framework. The cost categories are explained 

in detail in the remainder of this section. 

 

Figure 1. Framework for Analysing the Costs of Cybercrime 
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Direct losses are the monetary equivalent of losses, damages or other suffering, which is directly felt 

by the victim as a consequence of a cybercrime. They include obvious losses, for example money 

withdrawn from the victim’s accounts or the time and effort to reset credentials, as well as hidden 

costs such as distress suffered by victims or the loss in time and bandwidth caused by spam 

messages, even if they are not reacted to. The criminal revenue is the monetary equivalent of the 

gross receipts from a crime. Contemplating the different direct losses, it is apparent that this is 

typically just a fraction of the damage done to the victims. 

Defence costs are the monetary equivalent of prevention efforts. They comprise measures 

undertaken by potential victims, such as: purchasing security products, browser extensions to 

protect users; security services provided to individuals, such as training and awareness measures. But 

also measures undertaken by public authorities or third party companies, such as: fraud detection, 

tracking, and recuperation efforts or law enforcement. Defence costs cannot be assigned to a 

particular criminal attack, but are still an important part of cybercriminal costs.  

Similarly, indirect losses cannot generally be attributed to individual victims. They are the monetary 

equivalent of the losses and opportunity costs imposed on society by the fact that a certain 

cybercrime is carried out, and exist independent of a particular instance of that cybercrime. This 

includes the loss of trust in online banking, which leads to reduced revenues from electronic 

transaction fees, and higher costs for maintaining branch staff and cheque clearing facilities, reduced 

uptake of electronic services by citizens, or efforts to clean PCs infected with the malware for a spam 

sending botnet. 

Anderson et al. (2013) found that the costs for traditional offences may be roughly comparable to the 

criminal revenue, i.e., to what the criminals earn. However, for transitional and new cybercrimes the 

costs are proposed to be an order of magnitude higher. This is driven by both the indirect and 

defence costs, which are much higher for these transitional and new crimes. With traditional crimes 

that are now classed as “cyber” as they’re done online (such as welfare fraud), the indirect costs are 

much less than the direct ones. While for “pure” cybercrimes that didn’t exist before (such as fake 

antivirus software) the indirect costs are much greater. The authors demonstrate the situation with 

the following example: The botnet behind a third of the spam in 2010 earned its owner about $2.7m 

while the worldwide costs of fighting spam were around $1bn. 

Overall they estimate that; traditional offences such as tax and welfare fraud cost the typical citizen 

in the low hundreds of Euros a year, transitional frauds cost a few Euros, while the new computer 

crimes cost in the tens of pence/cents. However, the indirect costs and defence costs are much 

higher for the transitional and new crimes. A more detailed assessment of the existing studies on the 

inventory of cybercrime, together with economic impacts, is provided in Chapter 10.2.  

Concluding this section we emphasize the importance of indirect losses and defence costs when 

analysing the costs of cybercrime. The criminal revenues and direct losses, reported by the victims, 

provide important information on the extent of cybercrime and might be easier to measure. 

However, a comprehensive analysis needs to consider the indirect and defence costs along with 

these direct losses. The collection of new data, to be conducted in WP 4 and the economic 

framework to be developed in WP 6, should take these considerations into account.   

 

7.2 Revenue generation for cyber criminals 
While much is written about the costs of cyber-crime, the headline figures available typically 
focus on the negative economic impact to the victims, derived by valuing the overall cost of a 
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loss or a breach. Other reports elucidate on the costs of various cyber-criminal services such 
as the sale or lease of malware exploit kits, the costs of leasing a botnet or the price cyber-
criminals charge per credit card or stolen personal record. However, published research into 
how much profit specific cyber-criminal entities are making or the actual net profit of specific 
cyber-crime types is sparse. The cost to an individual or organisation from a cyber attack 
does not directly equate to the amount of tangible profit the cyber-criminal receives. 
Statements such as those from Interpol president Khoo Boon Hui in 2012 noting that, "US 
banks reportedly lost $US890 million to conventional robbers during 2011 they lost $12 billion 
to cyber criminals that same year,”  clarify that the criminal digital economy can be more 
effective and yield greater revenue than some traditional criminal methods. 
 
Two publications by Stone-Gross et al. (2011), researched the revenue generation of two 
cyber-criminal activities: the running of a Botnet and the sale of fake Anti-Virus software. The 
result of their research into the Botnet services culminated in the statement; "We estimate 
the Cutwail gang’s profit for providing spam services at roughly $1.7 million to $4.2 million 
(contingent on whether bulk discounts were provided to customers)". In their other work, 
they analysed the back-end information from three fake Anti-Virus vendors resulting in their 
investigations determining that "These three fake AV businesses had earned a combined 
revenue of more than $130 million dollars." 
 
A different study by Karami et al. (2013), calculated the revenue which affiliates could earn 
using Black-hat Search engine optimisation (SEO) techniques which drove customers to fake 
Herbal supplement and counterfeit luxury goods websites. This research revealed that over a 
two year period nearly $USD 6 million was paid to over 119 affiliates. The analysis of this 
work is useful in building a picture of profitability for two reasons; 
 
1. To push traffic and advertising to a website using Black-hat techniques requires minimal 
infrastructure. These can be run strictly from third party hosted services (the affiliates can 
actually utilise and lease established Botnets to generate spam and help lift SEO rankings.) 
Additionally, a significant portion of it can be automated by simple scripting with limited 
human interaction. 
 
2. A counterfeit goods website will still have to have some level of supply chain and 
infrastructure as well as content with the actual cost of product and shipping in addition to 
efforts and resource required managing their nefarious online presence. From the research it 
can be logically inferred that once the criminal vendors had covered the overheads, the 
ability to pay out nearly $USD6 million in "co-operative marketing funds" across just under 
60,000 orders post sale, ample profit was being made. 
 
However, none of these confirm the actual net profit the cyber-criminals made after 
factoring in all associated costs. 
 
Kapersky (2014), provides some further insight into the profitability of certain cyber-crimes, 
comparing costs of malware or leasing of cyber-criminal service against the amount made by 
cyber-criminals per 100 successful attacks. From their research they detail that the most 
profitable type of cyber-crime is utilising banking Trojans at an approximate cost of $USD 
3,000 (to purchase the malware) yielding an average of $USD 72,200 per 100 victims. 
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However, lacking in the current literature are actual cost of total overheads in running such 
cyber- criminal activities. Legitimate businesses work typically to two profitability factors; 
gross profit (equals total revenue minus the cost of goods produced or services provided) 
and net profit (which is the gross profit minus overheads and other associated operating 
costs). This highlights the importance of not simply focussing on gross profits and 
remembering that the cost of the "tool or service" to commit the cyber-crime is only one 
component/overhead of the overall cyber-crime journey. 
 
Much of the current literature potentially underestimates the amount of time, effort and 
planning that would go into achieving a profitable and sustainable cyber-crime business. Just 
because a banking Trojan can be deployed does not mean that the revenue flows through 
“on tap” immediately. Investing in the set-up and ongoing management of the cyber-criminal 
technical infrastructure, identifying the targets, expanding the victim base, exploiting the 
victims while evading detection and aggregating the illicit funds is more than likely no simple 
task. The finding of buyers and partners who can be transacted with at a certain level of trust 
(for both parties) needs to be better understood in order to determine their costs within the 
resource chain, as establishing an honour system amongst thieves can also have the 
potential to be complex and costly. It is not only about being paid by Bitcoin or other virtual 
currencies. Finally the liquidating of ill-gotten gains into tangible currency or assets all comes 
at a cost, not to mention the direct cost of person-days in resources; i.e. when organised 
criminals utilise "experts" this will have a direct impact on their bottom line. 
 
In conclusion, it can logically be assumed that at least some types of cyber-crimes are 
profitable, otherwise the interest from organised crime in these activities would have waned 
early on. However, in order to build an accurate picture of the true profitability of the cyber-
criminal digital economy, more openly available research in understanding such costs and 
true profitability is required, which would in turn help provide better identification of the 
most effective points to deploy countermeasures across the cyber-criminal journey. 
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8. Legal aspects related to cyber crime 
 

The successful fight against cyber crime requires a well-working interplay between a number of legal 

aspects. Foremost, the investigation and prosecution rely on harmonised and up to date substantial 

and procedural criminal law (European Committee on Crime Problems and Council of Europe 1990). 

To that end, nations need to review their legislation in the light of the advancing technical means 

used by criminals. This review will identify gaps in relevant legal instruments and facilitate adjusting 

national legislation in order to sufficiently cover various acts of cyber crime. Additionally, 

international attempts to harmonize different national criminal laws are increasingly important in 

order to avoid situations where behaviour rendered legal in one jurisdiction is illegal in another 

jurisdiction, and thus may hinder prosecuting the case (Gercke 2012). 

An increasingly significant aspect of the criminal procedural legal framework is the legal basis for 

modern and effective investigative measures. The power for law enforcement to undertake certain 

measures and procedures derives from the national law, and in the case of some more intrusive 

measures, such as surveillance (Riigikohus 2009), may depend upon the further authorisation by a 

competent authority (Code of Criminal Procedure, Estonia. Riigi Teataja 2003). Unless stated 

otherwise, a failure to obtain the needed authorisation for a specific measure would render the data 

gathered by the law enforcement agencies (LEAs) inadmissible as evidence in court and the LEA 

activities as unlawful.2 Also, although the authorisation process itself may be in accordance with law, 

serving it to an entity to which it is not applicable may render the act of serving unlawful, or at least, 

unenforceable (Walden 2011). 

Investigative measures are closely related to, and dependent on, procedures for regional and 

international information exchange. Particularly relevant for transnational cyber crime 

investigations are the channels for obtaining extraterritorially located evidence, especially in 

situations where the exact location of the data may be impossible to determine (e.g. challenges 

related to cloud computing); and thus the traditional mutual assistance treaties would be of little 

practical help (UN 2013). Such cooperation is built on formal or informal relationships but must at all 

counts be in accordance with international law as well as supported by domestic legislation and 

accepted procedures in order to ensure that the evidence obtained would be admissible in court. The 

majority of the measures set forth in different national instruments aim at regulating measures with 

a restricted territorial scope whereas some allow for a more coercive exercise of obtaining the data 

directly from a foreign jurisdiction (Walden 2007). At the same time these procedures and 

mechanisms need to be concurrent with basic rights and safeguards for the citizens. 

The fourth aspect to keep in mind is jurisdiction that is the basis for the application of both 

substantial and procedural law as well as determining the scope of investigative measures. 

Jurisdiction entails the extent of a State‘s right to regulate the conduct or the consequences of 

                                                           
2 This may apply in e.g. cases of surveillance where the violation of the rules and procedures in gathering 

evidence by surveillance automatically brings along the inadmissibility of using this data as evidence in the 

court. Riigikohus, 3-1-1-114-04, para. 14 <http://www.riigikohus.ee/?id=11&tekst=RK/3-1-1-114-04> [accessed 

28 May 2014].; Riigikohus, 3-1-1-63-08, para. 13.2 <http://www.riigikohus.ee/?id=11&tekst=RK/3-1-1-63-08> 

[accessed 27 November 2014]. However, the Supreme court has added that depending on the circumstance, 

certain procedural mistakes in e.g. formatting the report on surveillance activities may not bring along rendering 

the surveillance activities unlawful. ó3-1-1-15-10ô, para. 9.4 <http://www.riigikohus.ee/?id=11&tekst=RK/3-1-1-

15-10> [accessed 28 May 2014]; Riigikohus, 3-1-1-31-12, para. 8.2 

<http://www.riigikohus.ee/?id=11&tekst=222546567> [27 November 2014]. Eerik Kergandberg and Priit 

Pikamäe, Kriminaalmenetluse Seadustik: Kommenteeritud Vªljaanne (Tallinn: Juura, 2012), p. 307.  



20 
 

events (Oppenheim 1996), building on the “notion of regulation of the activity of all the branches of 

the government: the legislative, executive, and judicial” (Crawford 2012). In practice, jurisdiction is 

not a single concept; rather it takes various forms according to the function we give to it (Oppenheim 

1996). Commonly, a distinction is made between “prescriptive jurisdiction” (also known as “material 

jurisdiction”) that includes the power to make laws and decisions, and jurisdiction to take executive 

or judicial action in pursuance or in consequence of these laws and decisions (also known as 

“jurisdiction to enforce” and “adjudicative jurisdiction”) (Crawford 2012). In the context of cyber 

crime, the interpretation and implementation of jurisdictional principles play a role in establishing 

jurisdiction for both prosecuting the offence (prescriptive jurisdiction) as well as for specific cross-

border investigatory measures (jurisdiction to enforce, adjudicative jurisdiction) that would allow for 

accessing and obtaining data in foreign jurisdictions. The latter is particularly relevant for matters 

related to state sovereignty and avoiding the possible breach thereof. 

Jurisdiction is especially relevant for cyber crime offences because these involve in the majority of 

cases elements or substantial effects that are located or taking place in another jurisdiction, or where 

part of the modus operandi of the offence is in another territory. A classic example is a situation 

where the perpetuator is a citizen of country A, residing in country B, accessing in an unauthorised 

manner a computer network in country C (using Internet provided by a Service Provider (SP) based in 

country C but branch offices in, among others, also country B), the perpetuator will then via that 

computer network change the data in country D, with damages and effects occurring in countries E, F 

and G. In such a case, the victim, the perpetrator, the SP and evidence all reside in different 

jurisdictions. The success of such cross-border investigations, including obtaining relevant data from 

foreign jurisdictions, relies to a great degree on effective legal and procedural tools as well as 

operational mechanisms for international cooperation, and with the highly sophisticated cyber 

threats, also on blended innovative legal and technical tactics with traditional law enforcement tools. 

(UN 2013). 

We have tried to describe, show, map and extract some of the legal and jurisdictional aspects for 

some of the journeys, namely those we have developed in Section 13 by presenting some case 

studies involving one of the E-CRIME consortium partners, Interpol.  These case studies underline the 

jurisdictional problems that some of these journeys present, while introducing cross jurisdictional 

enforcement actions that  could be taken to pursue the crime.   

 

8.1 Case studies exemplifying the need for cross-jurisdictional cooperation  
The discussion above about the criminal from country A highlights the challenges in tackling cyber 

crimes which are largely unconstrained by geographical borders. Despite these challenges, when 

different jurisdictions cooperate it is possible to produce a successful impact. Included here are a 

number of incidents provided by INTERPOL that highlight the scope of certain cyber crimes, the 

benefits and challenges of cooperation between national agencies and industry, and how the costs of 

cyber crimes can be staggeringly high compared to traditional instances of off-line crimes when cyber 

criminals can effectively target multiple nations simultaneously.   

Global action against online fraud in the airline sector nets 118 arrests  
(28 November 2014) 

http://www.interpol.int/News-and-media/News/2014/N2014-228 
 

LYON, France – In an operation coordinated by Europol with the support of 
INTERPOL and AMERIPOL, law enforcement agencies from all over the globe, in 

http://www.interpol.int/News-and-media/News/2014/N2014-228
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cooperation with the airline, travel and credit card industries, undertook an action to 
combat online fraud. 
 

The two-day (26 and 27 November) operation – the third of its kind – was organised 
globally by the three organisation: Europol in The Hague, Netherlands; INTERPOL 
through its General Secretariat in Lyon, France and the INTERPOL Global Complex for 
Innovation (IGCI) in Singapore; and AMERIPOL in Bogota, Colombia. More than 60 
airlines and 45 countries were involved in the activity, which took place at some 80 
airports across the world. 
 

The coordinated operation targeted criminals suspected of fraudulently purchasing 
plane tickets online using stolen or fake credit card data. More than 281 suspicious 
transactions were reported during the operation, with 118 individuals arrested. In 
many cases it was revealed how the credit card fraud is linked to other forms of 
serious crime. 
 

Representatives from the airlines and major credit card companies American 
Express, MasterCard, Visa Inc. and Visa Europe were present at Europol to identify 
suspicious airline ticket transactions. INTERPOL assisted the action with the rapid 
identification of wanted persons and stolen travel documents detected during the 
operation, through the support of officers at the INTERPOL General Secretariat in 
Lyon, France, the IGCI in Singapore and at Europol. 
 

The International Air Transport Association (IATA) also took part in the action, 
providing important fraud intelligence from its database. Notifications were sent to 
transport hubs across the world as waiting law enforcement officers intercepted and 
detained suspects attempting to travel using fraudulently obtained flight tickets. 
 

Europol Director Rob Wainwright said: “This operation is another example of law 
enforcement and the private sector working seamlessly together, to prevent and 
fight cybercrime – this time identity theft and credit card fraud. We are reaching 
new levels with our cooperation and aim to become an 'unbeatable alliance' with 
aspirations to make cyberspace as crime free as possible for global citizens. 
Europol’s European Cybercrime Centre (EC3) will continue to invest heavily in 
conducting similar operations and other activities that will make life harder for 
cybercriminals.” 
 

The banking, airline and travel sectors have suffered huge financial losses as a direct 
result of such Internet-facilitated crime, with the airline industry alone facing losses 
of USD 1 billion caused by fraudulent online ticket booking according to IATA. In 
addition, millions of innocent citizens are affected through the misuse of their credit 
card data. 
 

“Criminals have become experts at using the Internet to their advantage, exploiting 
the virtual world to assume the identities of law-abiding citizens in order to conduct 
their criminal activities to evade law enforcement,” said Glyn Lewis, INTERPOL’s 
Director of Specialized Crime and Analysis. 
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“That is why INTERPOL will continue to support these types of global operations, 
allowing police and the private sector to join forces to share information about 
suspicious online activity to disrupt cybercriminals who are not confined by physical 
borders or national jurisdictions,” he concluded. 
 

"This type of fraud not only allows the criminals to procure air travel with victims' 
credit card data, but also poses potential security risks for law enforcement. This 
operation highlights INTERPOL's strong cooperation and partnership with the private 
sector which is vital to the success of detecting and preventing such crimes,” said the 
Director of the INTERPOL Digital Crime Centre, Sanjay Virmani. 
 

Besides the successful operational outcome, another positive result was the creation 
of a global alliance of airlines and law enforcement agencies who will be working 
together on an ongoing basis to combat online fraud and crime. 

 

Criminal network involved in payment card fraud dismantled with INTERPOL 
support 
(30 April 2014 ) 

http://www.interpol.int/News-and-media/News/2014/N2014-074 
 

LYON, France – International facilitation through INTERPOL’s global network 
connected investigators across the globe and resulted in the arrest of more than two 
dozen people involved in two related cases of payment card fraud where a total of 
USD 45 million was stolen worldwide. 
 

Following on this successful international collaboration, INTERPOL held a two-day 
meeting this week (29 and 30 April) bringing together law enforcement and private 
sector representatives to discuss lessons learned and generate strategies for 
improving future investigations, as well as to identify and locate any remaining 
suspects. 
 

Known as an ‘ATM cash-out scheme’, this sophisticated crime occurs when a 
cybercrime organisation hacks into the networks of payment card companies to 
steal the card numbers, as well as remove any spending or withdrawal limits. The 
card numbers are then sent out to members of the network around the world, who 
code them onto blank cards and use them to withdraw massive amounts of cash 
from bank machines. 
 

In December 2012, hackers stole the card numbers of prepaid debit cards issued by a 
bank in the Middle East. The card numbers were used to with withdraw some USD 5 
million in cash from bank machines across 20 countries. 
 

Soon after, the same cybercriminal network hacked into another payment card 
processing system and accessed the numbers for cards issued by a second Middle 
Eastern bank. In this case, the criminals made off with USD 40 million from bank 
machines in 25 countries. 
 

http://www.interpol.int/News-and-media/News/2014/N2014-074
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Between the two cases, the criminals stole money via bank machines in a total of 26 
countries worldwide, including Canada, Colombia, Japan, Egypt, Romania, Russia, Sri 
Lanka, the UK and the US. The money was laundered through purchases of luxury 
goods such as expensive watches and sports cars. 
 

“The sophisticated cybercrime aspect of these cases illustrates how technology has 
broken down borders, allowing criminals to access information and coordinate 
crimes in many locations simultaneously, said Glyn Lewis, INTERPOL’s Director of 
Specialized Crime and Analysis. 
 

“To match these new technologically savvy criminal organisations, now more than 
ever police must collaborate with their counterparts globally via INTERPOL to share 
information and cooperate on transnational investigations,” he concluded. 
 

INTERPOL played an operational support role to connect the countries investigating 
these cases within their respective jurisdictions. A working meeting organised by 
INTERPOL in early 2014 brought together investigators to discuss the details of the 
two thefts and to share information about the perpetrators and their known 
locations, and the Organisation facilitated communication among investigators 
globally. 
 

Once the suspects were identified and located, INTERPOL issued Red Notices alerting 
police worldwide that they were wanted in connection with these crimes. To date, 
some 25 individuals have been arrested in more than five countries. 
 

“The investigative meeting being held this week at INTERPOL is an example of the 
cooperation between international law enforcement partners that is essential to 
successfully investigate and apprehend these multinational cybercriminals. 
 

“The professional relationships strengthened here in Lyon will assist in providing 
clear lines of communication with our trusted international law enforcement 
partners,” said Scott Sarafian, Supervisor of the US Secret Service New York City 
Electronic Crimes Task Force. 
 

During the meeting, experts from law enforcement and private sector partners 
shared information on this type of cybercrime and how to more effectively prevent, 
investigate and prosecute these crimes. 

 

Dominican authorities arrest six suspected hackers reportedly linked to 
‘Anonymous’ group following INTERPOL-supported global operation 
(27 March 2012 ) 

http://www.interpol.int/News-and-media/News/2012/N20120327 
 

LYON, France ‒ Authorities in the Dominican Republic have arrested six suspects as 
part of an international operation supported by INTERPOL against suspected hackers 
believed to be linked to the so-called ‘Anonymous’ group. 
 

http://www.interpol.int/News-and-media/News/2012/N20120327
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The arrests are the latest phase of Operation Unmask, an international initiative 
supported by INTERPOL against suspected hackers. 
 

Launched in mid-February under the aegis of INTERPOL’s Latin American Working 
Group of Experts on Information Technology (IT) Crime which facilitated the sharing 
of intelligence, Operation Unmask has already seen interventions by national law 
enforcement officers in Argentina, Chile, Colombia and Spain, resulting in 25 arrests. 
 

It was originally launched following a series of coordinated cyber-attacks originating 
from Argentina, Chile, Colombia and Spain against the Colombian Ministry of 
Defence and presidential websites, as well as Chile’s Endesa electricity company and 
its National Library, among others. 
 

In the first phase of the operation, some 250 items of IT equipment and mobile 
phones were seized during searches of 40 premises across 15 cities during the 
operation, as well as payment cards and cash, as part of a continuing investigation 
into the funding of illegal activities carried out by the suspected hackers who are 
aged 17 to 40. 
 

The latest phase of the operation in the Dominican Republic came in the wake of 
cybercrime attacks against various governmental websites, as well as national and 
international companies in the private sector. Those arrested include two minors. 
 

INTERPOL working parties on IT crime were created to facilitate the development of 
strategies, technologies and information on the latest IT crime methods. There are 
regional working parties for Africa, the Americas, Asia and the South Pacific, Europe, 
and the Middle East and North Africa. 
 

The main activities of the working parties rest on three pillars: facilitating operations 
against IT crime among INTERPOL’s 190 member countries, capacity building and 
addressing emerging threats. 

 

These three cases, covering airline ticketing fraud, ATM attacks, and the ‘Anonymous’ hacking group, 

are useful in that they highlight a number of factors which epitomise the legal, jurisdictional, and 

logistical challenges of tacking cyber crime. These include: 

¶ The size of some cyber criminal organisations/enterprises: The airline ticketing case resulted 

in 118 arrests, the credit card fraud cases led to 25 arrests, and the operation against hackers 

had seen 25 arrests in just over one month. 

¶ The wide geographical spread of criminals who are conducting a cyber crime and their 

victims: For the airline ticketing case the operation took place in 80 airports across 45 

countries and involved more than 60 airlines worldwide. The Credit card fraud case involved 

26 countries including amongst others the US, UK, Canada, Russia, Japan, Egypt and 

Columbia. In the operations against hackers arrests occurred in Argentina, Chile, Columbia, 

the Dominican Republic and Spain. 

¶ The economic impact: Airline ticketing fraud is estimated to have cost the airline industry 

USD 1 billion. The credit card cases resulted in USD 45 million in theft. 
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¶ The level of cooperation necessary to counter such crimes: The airline ticketing operation 

required the collaboration of Europol, INTERPOL, AMERIPOL, representatives from the 

affected airline and from major credit card companies such as MasterCard, Visa, and 

American Express. INTERPOL facilitated the international operation in the credit card cases to 

support the investigations within each of the countries involved. The counter-hacking 

operation was also supported by INTERPOL which has established regional working parties in 

Africa, the Americas, South East Asia, Europe, and the Middle East/North Africa, with the aim 

of developing strategies, technologies, and information sharing to counter cyber crime. 
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9. Cultural aspects of cybercrime 
 

Part of work undertaken within Task 2.4 of the E-CRIME project was to examine whether the 

relationship between cultural dimensions and cyber crime. Study in the varied aspects of cultural in 

connection with cybercrime is a vast topic and additional research needs to be undertaken on the 

subject beyond that conducted herein.  

The key problem with the investigation of culture as a motivating factor in cyber crime, or indeed in 

any area of human behaviour, is that ‘culture’ is not a simple, easily-defined entity. It involves a wide 

range of individual, familial, peer group and national/international factors;  including morality, 

religion, politics and many other belief systems and ideologies. One risk of seeking to determine, for 

example,  elements of national identity which may indicate a tendency to commit cyber crime is that 

it can lead to simplistic and almost entirely unfounded generalisations of the ‘all Xs are innately 

untrustworthy’ variety; such an approach is less than helpful. Criminals are a minority of the human 

population, and we should be very careful of jumping to conclusions about the majority of any group 

based on the behaviour of a minority of its members.  With that caveat in mind, there is arguably 

merit in considering the extent to which individual behaviour may be influenced by living in a country 

where illicit behaviour (e.g. corruption) is above the global norm.  

Statistics relating to cyber crime, as shown in such articles as Greenberg (2007), Rayman (2014) and 

Enigmasoftware.com (n.d.) are potentially misleading, as those countries where crime is detected are 

not necessarily those where the crime originates. A more useful source of information with relevance 

to cyber crime may be the annual Corruption Perceptions Index, produced by Transparency 

International3 this is an excellent and impartial global guide to political and corporate corruption, and 

offers a means of gauging the general climate as regards the prevalence of an acceptance of illicit 

behaviour. Such information may provide useful information to predict future trends in transnational 

cyber crime, and identify regions which become ‘hotspots’ for online criminal activity, such as the 

growth in recent years of organised cyber crime in countries such as Romania (cf. Europol.europa.eu 

(2015) and Bhattacharjee (2011)). 

Moving from national to group cultures and identity as a means of understanding and combating 

cyber crime, then there is a need to develop a more comprehensive taxonomy of  cyber criminals. 

One essential division is that between organised crime and hacktivism, where apparently similar 

actions have entirely different motivations, and require very different counter-measures. Useful 

examinations of the cultural aspects of organised crime may be found in Center for the Study of 

Democracy (CSD 2015) and Böll-Stiftung and Schönenberg (2013), while those seeking to gain a 

deeper understanding of the mindsets of those who engage in cyber-attacks as a tool of political 

protest and wider anti-establishment dissent should consult Coleman (2013) and (2014), Ruiz (2014) 

and Sauter (2014); the last offers an excellent analysis of the adoption of DDOS attacks as a political 

protest. 

The last point to be made about the examination of culture in this context is that if it is to be 

employed successfully as a means of countering cyber crime, it requires a quasi-anthropological 

approach, in which it is essential to understand the belief systems producing the mind-set which 

predisposes an individual or group to adopt a particular course of action. There is much to be learnt 

from work taking place in the fields of counter-insurgency and counter-terrorism, and while they are 

not discussing policing, there is a great deal of useful material concerning the role of belief and 

                                                           
3 http://www.transparency.org 

http://www.transparency.org/
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ideology in combating illegal activity to be found in works such as Atran (2010) and Mackay, Tatham 

and Rowland (2011).  

The cultural element of cyber crime, as with all other aspects of the phenomenon, does not as yet 

offer a ‘magic bullet’; it does offer a potential avenue of investigation which can allow law 

enforcement to gain a better understanding of cyber criminals, their behaviour, and their 

motivations, and as such it merits further and deeper study. For example, dotted amongst the 

various reports are various examples of expertise in certain cyber criminal activities by country. For 

example, cyber criminal elements based in Vietnam are effective at undertaking global E-Commerce 

related cyber crime, even though within their country the level of adoption of credit cards and online 

shopping is lower than those they are attack, while in Indonesia the cyber criminals are prolific 

botnet experts. In Nigeria, the cyber criminals are more effective in online scams and related 

activities (BBA 2015). The question of course is why? What cultural aspects (if any) drive such 

specifics? 

From the viewpoints of policy makers, LEAs and the developers of cyber protection measures, these 

questions are not simply rhetorical or academic. If certain cultural aspects within different social 

groups of geographical regions are impacting cyber crime by increasing the likelihood and/or volume 

of specific cyber crimes being committed, then this information will have an impact on prioritising 

solutions development and allocating enforcement resources.  

Geert Hofstede’s cultural dimensions provide a framework which has been used for research in order 

to better evaluate and understand various behaviours of other cultures.  Culture has been defined by 

Hofstede et al. across six different dimensions: Power Distance Index (PDI), Individualism Versus 

Collectivism (IVC), Masculine Versus Feminine (M/F), Uncertainty Avoidance Index (UAI), Long-Term 

Orientation Versus Short-Term Orientation (LTO/ STO), Indulgence Versus Restraint (IVR). Each 

dimension has certain behaviours and motivations: PDI means to what degree less powerful 

members of organisations accept and expect unequal distribution of power; IVC means to what 

degree individuals are integrated to groups; M/F means distribution of roles based on gender; UAI 

means tolerance towards uncertainty; LTO/ STO describes the time horizons of the society – oriented 

to future, or to past and present; and IVR describes to what extent individuals try to control their 

desires and impulses. (Hofstede n/d). 

Cultural behaviours are strongly enshrined to the national psyche, they are reproduced by each 

generation; and being strongly re-enforced become part of the automatic thought process (Hofstede 

n/d). 

Website defacements and culture 

Sample (2013) examined aggressive, patriotic-themed website defacements and individual attackers. 

Preliminary finding supported her hypothesis: culture influences cyber attack behaviours and 

choices. The study used two sets of data and compared it against the distribution of Hofstede’s 

dimensional data in website defacement cases.  

Another study by Sample and Karamanian (2014) looked into national, patriotic-themed website 

defacements and their relationship to culture. The study suggested that even in an organisation as 

diverse as Anonymous, those that identify with a high power distance may be more likely to engage 

in website defacements. Sample and Karamanian (2014) conclude that while their study may offer 

some short-term conclusions, more research is needed in order to draw specific conclusions.  

Cyber espionage and culture 
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Karamanian and Sample (2014) studied the role of cultural dimensions in the cases of cyber 

espionage. The study was based on Verizon’s Data Breach Investigations Report of 2014. The study 

aimed to find whether relationships exist between Hofstede’s cultural dimensions and cyber 

espionage, and results were used to determine common cultural characteristics for both victims and 

attackers. The study identified three possible cultural dimensions of importance among the victims of 

cyber espionage, suggesting a connection between low PDI, LTO and IVR (restraint). The most 

significant findings were for IVR. According to Hofstede, one indicator of long-term orientation is 

deferment of gratification and restrained cultures tend to suppress gratification. Denial of 

gratification can result in directing energy to other activities: when cyber espionage is encouraged by 

the power elite, hacking may become a fun activity with a creative outlet. (Karamanian, Sample 

2014). The authors of the study acknowledge a small sample size and volatile nature of data 

available, stating further research is required. 

For the attackers, the study also found three possible cultural dimensions of interest: high PDI, LTO 

and IVR. According to Hofstede, long-term orientation and restraint suggest a patient culture, 

willingness to wait for results and not wanting to be in the spotlight. Karamanian and Sample 

concluded that the connection between cyber espionage, long-term orientation and restraint can 

explain advanced persistent threats, which are often executed over time and at low level. While 

there are nations that have been associated with APT-s, the findings of the study concerning restraint 

and long-term orientation reflect the dimensional values of these nations and seem to support cyber 

espionage. (Karamanian, Sample 2014) 

The use of cultural aspects in connection with cyber attacks may augment the existing solutions in 

finding the origin of attacks. Sample and Karamanian conclude that this area of research can be of 

importance from studying both offensive and defensive sides of cyber attacks. They also conclude 

that specific attack types should be evaluated within Hofstede’s cultural dimensions framework and 

more formal studies conducted in order to get greater insight to the role of culture in cyber attacks. 

In conclusion to this section, more research in this area is required, however, this would entail a 

significant body of work and sits outside the scope of this Project. The works by Sample and 

Karamanian (2014) are key to expanding and understanding in this area as their work is really the 

first to try and correlate cyber crime and culture. Sample’s use of Hofstede’s cultural metrics as a tool 

for investigating cyber-behaviour is potentially hugely important, and its basis in rigorously empirical, 

quantitative research is a necessary counter to the speculative nature of much of the qualitative 

study of ‘culture’ (it should of course be noted that Hofstede’s work is rooted in the study of business 

cultures, rather than the wider realm of cultures in general).  

Also useful for review within such future work is the notion of insider threat in relation to cultural 

aspects. Further research which analyses in greater detail documents such as those from Centre for 

protection of National Infrastructure (CPNI 2013) and Nurse, Buckley, Legg et al. (2014), would be of 

use in such research. These present an excellent overview both of the issue of insider threat in 

general and the various factors (involving ‘culture’ at the individual and organisational level) which 

can lead to insider threat activity occurring.   

Karamanian and Sample (2014) studied the role of cultural dimensions in the cases of cyber 

espionage. The study was based on Verizon’s Data Breach Investigations Report of 2014. The study 

aimed to find whether relationships exist between Hofstede’s cultural dimensions and cyber 

espionage, and results were used to determine common cultural characteristics for both victims and 

attackers. The authors of the study acknowledge a small sample size and volatile nature of data 

available, stating further research is required (Karamanian, Sample 2014). 
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The study identified three possible cultural dimensions of importance among the victims of cyber 

espionage, suggesting a connection between low PDI, LTO and IVR (restraint). The most significant 

findings were for IVR. According to Hofstede, one indicator of long-term orientation is deferment of 

gratification and restrained cultures tend to suppress gratification. Denial of gratification can result in 

directing energy to other activities: when cyber espionage is encouraged by the power elite, hacking 

may become a fun activity with a creative outlet (Karamanian, Sample 2014). 

For the attackers, the study also found three possible cultural dimensions of interest: high PDI, LTO 

and IVR. According to Hofstede, long-term orientation and restraint suggest a patient culture, willing 

to wait for results and not wanting to be in the spotlight. Karamanian and Sample concluded that 

connection between cyber espionage, long-term orientation and restraint can explain advanced 

persistent threats, which are often executed over time and at low level. While there are nations that 

have been associated with APT-s, the findings of the study concerning restraint and long-term 

orientation reflect the dimensional values of these nations and seem to support cyber espionage 

(Karamanian, Sample 2014). 

The use of cultural aspects in connection with cyber attacks may augment the existing solutions in 

finding the origin of attacks. Sample and Karamanian conclude that this area of research can be of 

importance from studying both offensive and defensive sides of cyber attacks. They also conclude 

that specific attack types should be evaluated within Hofstede’s cultural dimensions framework and 

more formal studies conducted in order to get greater insight to the role of culture in cyber attacks. 

In conclusion to this section, more research this area is required, however it would be a significant 

body of work and outside the scope of this Project. The works by Sample and Karamanian (2014) are 

key to expanding and understanding in this area as their work is really the first to try and correlate 

cybercrime and culture. Sample’s use of Hofstede’s cultural metrics as a tool for investigating cyber-

behaviour is potentially hugely important, and its basis in rigorously empirical, quantitative research 

is a necessary counter to much of the speculative nature of much qualitative study of ‘culture’ (it 

should of course be noted that Hofstede’s work is rooted in the study of business cultures, rather 

than the wider realm of cultures in general).  

Also useful for review within such future work is the notion of Insider Threat in relation to cultural 

aspects. Further research which analyses in greater detail, documents such as those from CPNI 

(2013) and Nurse, Buckley, Legg et al. (2014), would be of use in such research as these present an 

excellent overview both of the issue of Insider Threat in general and the various factors (involving 

‘culture’ at the individual and organisational level) which can lead to Insider Threat activity occurring.  
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10. Taxonomy and Inventory 
 

In order to present and analyse data on the current levels of cybercrime, in line with the objective for 

this document that the detailed description of the cybercrime inventory “should include the detailed, 

itemised list or record of the number or quantity of cyber crimes in each category of cyber crime, as 

identified by the taxonomy, in key non-ICT sectors in Europe”, it is necessary to return to the 

questions of taxonomy and inventory presented in Deliverable 2.1. 

 

10.1 Taxonomy of cybercrime 
As discussed in detail in Deliverable 2.1, the question of developing and applying a useful and reliable 

taxonomy of cybercrime is complex. Many approaches have been proposed with a variety of starting 

points. 

The strong view among the partners of the E-CRIME project is that the starting point for our working 

taxonomy should be the Council of Europe Convention on Cybercrime (2001). This convention, which 

is widely recognised and accepted, provides a working categorization of various types of cybercrime 

that is set out as follows: 

Under Title 1 - Offences against the confidentiality, integrity and availability of computer data and 

systems 

 

(Article 2) Illegal access 

(Article 3) Illegal interception 

(Article 4) Data interference 

(Article 5) System interference 

(Article 6) Misuse of devices 

 

Under Title 2 – Computer-related offences 

 

(Article 7) Computer-related forgery 

(Article 8) Computer-related fraud 

 

Under Title 3 – Content-related offences 

 

(Article 9) Offences related to child pornography 

 

Under Title 4 – Offences related to infringements of copyright and related rights 

(Article 10) Offences related to infringements of copyright and related rights 

 

It was felt, however, that this taxonomy did not by itself provide adequate granularity for the 

detailed analysis of cybercrimes. Concretely, the majority of crimes or attacks for which data were 

available fell into Article 5 or Article 8, which did not allow for further useful analysis. 

A more detailed taxonomy identified in Deliverable 2.1 is that proposed by Alkaabi et al. in 2010. 
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Figure 2. Taxonomy of cyber crime from Alkaabi et al., 2010 

 

This taxonomy drills down further and provides a deeper layer of classification of illicit activities, 

based on a fundamental distinction between crimes where the computer is the target of a criminal 

activity (Type I) and crimes where the computer is the tool to commit a crime. 

Combining these two taxonomies (the Cyber Crime Convention and Alkaabi et al) in tabular form 

provides a useful working taxonomy that can be applied to the analysis of cybercrimes as currently 

reported and can form a framework for the design of further information gathering. This has been 

produced in Table 2 below. 
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CoE Convention Alkaabi Subgroup Alkaabi Crime 
(Article 2) Illegal access 1A - Unauthorised 

Access 
1. Hacking 

2B - Unauthorised 
Alteration of Data or 
Software for Personal 
or Organisational 
Gain 

3. Privacy 

(Article 3) Illegal interception 1D - Theft or Misuse 
of Services 

2. Misuse of Services 

(Article 4) Data interference 1B - Malicious Code 1. Virus 

2. Worm 

3. Trojan Horse 

4. Software Bomb 

2B - Unauthorised 
Alteration of Data or 
Software for Personal 
or Organisational 
Gain 

4. Sabotage 

(Article 5) System interference 1B - Malicious Code 1. Virus 

2. Worm 

3. Trojan Horse 

4. Software Bomb 

1C - Interruption of 
Services 

1. Disrupting Computer 
Services 

2. Denying Computer Services 

2B- Unauthorised 
Alteration of Data or 
Software for Personal 
or Organisational 
Gain 

4. Sabotage 

(Article 6) Misuse of devices 1D - Theft or Misuse 
of Services 

1. Theft of Services 

2. Misuse of Services 

2C - Improper Uses of 
Communications 

1. Harassment 

3. Cyber-stalking 

4. Spamming 

5. Conspiracy 

6. Extortion (not Critical 
Infrastructure Threats) 

7. Drug Trafficking 

8. Social Engineering 

   

(Article 7) Computer-related forgery 2A - Content 
Violations 

7. Forgery / Counterfeit 
Documents 

(Article 8) Computer-related fraud 2B- Unauthorised 
Alteration of Data or 
Software for Personal 
or Organisational 
Gain 

1. Identity Theft 

2. Online Fraud 

5. Telemarketing / Internet 
Fraud 

6. Electronic Manipulation of 
Markets 

2C - Improper Uses of 
Communications 

2. Online Money Laundering 

   

(Article 9) Offences related to child 
pornography 

2A - Content 
Violations 

1. Child Pornography 
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(Article 10) Offences related to 
infringements of copyright and related 
rights 

2A - Content 
Violations 

5. Copyright Crimes 

6. Intellectual property 

Table 2. E-CRIME taxonomy of cyber crime 

 

In order to demonstrate the completeness of this analysis we have included Article 9 of the CoE 

Convention and shown how it maps onto the Alkaabi framework. However, offences under this 

Article will not feature in the scope of subsequent analysis, as they are not relevant to the strict 

terms of this project. That is to say, for the non-ICT sectors that we have chosen to analyse in depth 

(such as transport, financial sector, etc), such crimes have no significant economic impact. 

Similarly, a small number of items included in the Alkaabi taxonomy do not feature in the table above 

because of their irrelevance to the non-ICT sectors being analysed. These are the Content Violations 

in respect of Hate Crimes, Harmful Contents and Military Secrets. 

 

10.2 Inventory of cybercrime   
Practical limitations 

The task of obtaining and synthesizing reliable information on the frequency of cyber crimes is 

difficult to accomplish. This is due to a number of different factors:  

¶ Unawareness of some victims that they have been attacked 

¶ The unwillingness of some victims to report or otherwise publicise the fact that they have 

been attacked 

¶ The differences in definition of what actually constitutes a cyber crime. 

A wide range of published information sources was consulted in order to determine the quality and 

quantity of reliable information that could be drawn upon in order to obtain robust statistics. 

There is a lack of reliable and up-to-date information sources on the extent of cyber crime, and the 

use of what sources do exist is coloured by; (i) the widespread use of estimation in creating 

population-wide statistics, (ii) the self-reporting process itself, and (iii) the absence of consistent 

classification and categorisation of cybercrimes. Certainly with respect to the classifications 

presented in the CoE Convention and the Alkaabi taxonomy above, it is difficult to have confidence 

over the accuracy and granularity of the data available that would permit the synthesis of robustly 

verifiable statistics. As the World Economic Forum (WEF) notes in their 2015 report Partnering for 

Cyber Resilience: Towards the Quantification of Cyber Threats, “[s]ince extensive historical data is not 

available, reliable cyber risk data is a limitation due mainly to delays between events occurrences and 

their detection or manifestation, low or absent risk awareness by the subject of the attack and 

complex dependencies between event types” (p.15). There is widespread demand for accurate and 

useful data from a number of sectors, but at present such data do not exist in consistent and reliable 

forms. Indeed, the WEF report, published in conjunction with Deloitte, discusses methodologies for 

quantifying risks and threats but does not present any numbers of its own. 

As discussed in Deliverable 2.1, it is also sometimes difficult to draw a distinction between 

cyberattack and cyber crime. None of the sources we refer to here do so with any consistency and 

the statistics available tend to refer to types of cyberattacks.  The information is still useful for the 

purposes of this research, but both we as authors and future readers of these deliverables should be 

careful to bear this important distinction in mind. 



34 
 

 

Publicly available information 

In this section we highlight the most useful and reliable information sources identified to date. 

(1) A widely-used source of information on economic crime trends is the annual Global Economic 

Crime Survey published by PwC. Their 2014 report contains a section on cybercrime, focusing in the 

trends in perception and the increasing awareness of the issue but not providing a great deal of 

numerical detail. 

Their headline statistic concerns the relative financial impact of cybercrime on organisations. Of their 

5,128 respondents across 99 countries, one in four reported that they had experienced a cybercrime. 

Overall the financial impacts were reported to be as follows: 

Financial impact Percentage of respondents 

Less than US$100K 76% 
US$100K to US$1M 14% 
US$1M to US$5M 6% 
US$5M to US$100M 4% 
Greater than US$100M 1% 
Table 3. Overall financial impacts of cybercrime (based on PwC 2014 annual Global Economic Crime Survey) 

 

From a sectorial perspective, the most significant finding was that financial services organisations 

affected by fraud reported themselves as being victims of cybercrime almost three times as 

frequently as all other industry sectors put together: 45% to 17%. 

Within the detailed report for the financial sector in the UK, questions over awareness, reporting, 

and the validity of data were again raised. The PwC 2014 report states that: 

[l]ess than 40% of economic crime in the financial services sector was reported as cybercrime in our 

survey. In our experience, financial services organisations do not always identify and log the cyber-

element of economic crime experienced. This leaves the organisation exposed to cyber threats in spite 

of any existing cyber defence – if cybercrime is not being accurately tracked, the true risk of cybercrime 

for the organisation cannot be fully grasped and understood (p.9).  

Once again the limitations of the data being published are being underlined. 

 

(2) A similar kind of reporting is presented by the annual Ponemon reports, sponsored and published 

by HP. These tend to focus on the financial costs of attacks, but they also include some information 

on the relative and absolute frequencies of types of attacks. The Ponemon reports state consistently 

that: 

Cyber attacks generally refer to criminal activity conducted via the Internet. These attacks can include 

stealing an organisation’s intellectual property, confiscating online bank accounts, creating and 

distributing viruses on other computers, posting confidential business information on the Internet and 

disrupting a country’s critical national infrastructure. Consistent with the previous study, disruptions to 

business and lost productivity are the most significant consequence of a cyber attack. 

Importantly for the analysis of the figures presented, a key caveat is included. The authors take care 

to confirm that “In this study, we define a successful attack as one that results in the infiltration of a 

company’s core networks or enterprise systems. It does not include a plethora of attacks that are 
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stopped by the company’s firewall defences.” This means that even these carefully documented 

statistics are recognized as being incomplete by some measures. 

Ponemon publish reports by territory, reporting on the US since 2010 and expanding their scope to 

include the UK, Germany, Australia, Japan and France. Their results are also combined into a global 

report. 

In their 2014 Global Report on the Cost of Cybercrime, they report that: “This year, the benchmark 

sample of 234 organisations experienced 343 discernible cyber attacks per week, which translates to 

1.4 successful attacks per benchmarked organisation each week. Last year, 199 organisations 

experienced 262 attacks per week or 1.3 attacks per week”. 

In dollar terms, the report contains a breakdown of the average annualised costs of cybercrime by 

industry sector. 

 

Figure 3. Average annualized cost by industry sector, Cost expressed in US dollars, $1,000,000 omitted. (Source: Ponemon, 

p. 9.) 

 

This breakdown indicates that the Energy & Utilities and the Financial Services sectors are 

experiencing significantly higher costs in respect of cybercrime than other sectors of the economy. 

The authors of the report do emphasise, however, that “this analysis is for illustration purposes only. 

 

Ponemon InstituteÉ Research Report Page 9 

The cost of cyber crime impacts all industries. The average annualized cost of cyber crime 
appears to vary by industry segment. In this yearôs study we compare cost averages for 17 

different industry sectors. As shown in Figure 7, the cost of cyber crime for companies in energy 
& utilities, financial services and technology experienced the highest annualized cost. In contrast, 

companies in media, life sciences and healthcare incurred much lower cost on average.
7
 

 
Figur e 7. Average annualized cost by industry sector 
Cost expressed in US dollars, $1,000,000 omitted 

Consolidated view, n = 257 separate companies 

 
 

  

                                                        
7
This analysis is for illustration purposes only. The sample sizes in several sectors are too small to make 

definitive conclusions about industry differences. 
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The sample sizes in several sectors are too small to make definitive conclusions about industry 

differences” providing another reminder that truly reliable statistics are difficult to obtain. 

Another figure (see Figure 4) reveals the most to least expensive cyber attacks when analysed by the 

frequency of incidents. Ponemon reports that “the most expensive attacks are malicious insiders, 

denial of service, web-based attacks and malicious code. Malware attacks are most frequently 

encountered and, hence, represent a relatively low unit cost” (p.12). This is interesting because it puts 

the impacts of malware attacks into context: they are very frequent but are not individually very 

costly, and presumably can be counted effectively with good internal procedures and discipline. 

Malicious insiders, such as staff members who copy and sell data, are more rare but obviously can 

have far more costly impacts. 

 

 

Figure 4. The most to least expensive cyber attacks when analysed by the frequency of incidents. (Source: Ponemon) 

 

Another useful figure (see Figure 5) “summarizes in percentages the types of attack methods 

experienced by participating companies. Virtually all organisations had attacks relating to malware 

and viruses, worms and/or Trojans over the four-week benchmark period. More than half of all 

companies had denial of service attacks, web-based attacks, botnets, phishing & social engineering 

and stolen devices”. 

 

 

Ponemon InstituteÉ Research Report Page 12 

 

The cost of cyber crime is also in fluenced by the frequency of attacks. Figure 10 reveals the 
most to least expensive cyber attacks when analyzed by the frequency of incidents.  The most 

expensive attacks are malicious insiders, denial of service, web-based attacks and malicious 
code. malware attacks are most frequently encountered and, hence, represent a relatively low 

unit cost. 
 

Figur e 10. Average annualized cyber crime cost weighted by attack frequency 
Consolidated view, n = 257 separate companies 
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Figure 5. Types of attack methods experienced. Source: HP/ Ponemon 2014 Global Report on the Cost of Cybercrime. 

 

As a slightly confounding factor, the authors comment that “Malware attacks and malicious code 

attacks are inextricably linked. We classified malware attacks that successfully infiltrated the 

organisations’ networks or enterprise systems as a malicious code attack.” 

Matching these numbers to the classification of cybercrimes above is possible but not necessarily 

precise because of the lack of precision of precisely what the various attacks are doing and how they 

are affecting the target systems. In respect of the CoE Convention, it is hard to allocate any particular 

attack to an Article under Title 1 without being certain of what the attack is doing and how it is doing 

it. The greater granularity provided by the Alkaabi model that allows the creation of the hybrid model 

presented in Table 2 above does allow a little more precision, but the process is by its very nature 

dependant on interpretation. 

A reasonable attribution of the types of attacks reported on by Ponemon to the classification used in 

this chapter is as follows: 

Specific attack type Classification 
Malware 1B – Malicious code 

Viruses, worms, Trojans 1B – Malicious code 

Denial of service 1C - Interruption of Services 

Web-based attacks 1A - Unauthorised Access (case specific) 

Botnets 1D - Theft or Misuse of Services 

Phishing and SE 2B- Unauthorised Alteration of Data or Software for 
Personal or Organisational Gain 

Stolen devices 1D - Theft or Misuse of Services 

Malicious code 1B – Malicious code 

Malicious insiders 1D - Theft or Misuse of Services 
Table 4. Matching our ECRIME taxonomy to the Ponemon classifications 

 

This mapping is used in the colour-coded Table 7 below. 

 

Ponemon InstituteÉ Research Report Page 10 

 

Cyber crimes are in trusive and common occu rrences  
 
This year, the benchmark sample of 234 organizations experienced 343 discernible cyber attacks 

per week, which translates to 1.4 successful attacks per benchmarked organization each week. 
Last year, 199 organizations experienced 262 attacks per week or 1.3 attacks per week. 
 
Figure 8 summarizes in percentages the types of attack methods experienced by participating 

companies. Virtually all organizations had attacks relating to malware
10

 and viruses, worms 

and/or trojans over the four-week benchmark period. More than half of all companies had denial 
of service attacks, web-based attacks, botnets, phishing & social engineering and stolen devices. 

 
Figur e 8. Types of  cyber attacks experienced by 234 benchmarked companies 
The percentage frequency defines a type of attack categories experienced 
Consolidated view, n = 234 separate companies 

 
 

                                                        
10

Malware attacks and malicious code attacks are inextricably linked.  We classified malware attacks that 
successfully infiltrated the organizationsô networks or enterprise systems as a malicious code attack.  
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It should also be reiterated that Ponemon publish significant caveats in respect of the limitations of 

their benchmark research. In particular they highlight on page 29 a number of possible limitations 

including the non-statistical nature of their sampling, the impact of non-responses, sampling frame 

bias, unmeasured factors and estimated cost results. 

 

(3) McAfee collaborated with CSIS to publish a 2013 report entitled The Economic Impact of 

Cybercrime and Cyberespionage in which the difficulties of obtaining reliable statistics. They present 

cost estimates and refer to other research, such as that published by Cambridge University, but do 

not present data on the frequency and nature of cybercrimes. 

In their report, McAfee and CSIS discuss “malicious cyber activity” which they break down into six 

parts: 

¶ The loss of intellectual property and business confidential information 

¶ Cybercrime, which costs the world hundreds of millions of dollars every year 

¶ The loss of sensitive business information, including possible stock market manipulation 

¶ Opportunity costs, including service and employment disruptions, and reduced trust for 
online activities 

¶ The additional cost of securing networks, insurance, and recovery from cyber attacks 

¶ Reputational damage to the hacked company 
 

This illustrates another difficulty in obtaining reliable information: the analyses available tend to 

cover wider ranges of activity than pure cybercrime. 

 

(4) ENISA 

ENISA in its “Threat Landscape 2013” (ENISA 2013) (https://www.enisa.europa.eu/activities/risk-

management/evolving-threat-environment/enisa-threat-landscape-2013-overview-of-current-and-

emerging-cyber-threats) discusses trends and movements in the field of cyberattacks rather than 

cybercrimes but again does not include detailed numbers. Their analysis does, however, present an 

interesting taxonomy of attack types and relates them to different threat agents, including 

cybercriminals. 
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Table 5. ENISA threat landscape. Source: ENISA 

 

This taxonomy of attacks corresponds to that presented by Ponemon but further distinguishes a 

number of categories. 

 

(5) The 2013 Norton Report does not contain a lot of details but publishes headline figures of 378 

million victims per year, with 38% of smartphone users having experienced mobile cybercrime in the 

last year. 50% of online adults have been victims of cybercrime and/or “negative online situations” 

over the last year, while 41% of online adults have fallen victim to attacks such as malware, viruses, 

hacking, scams, fraud and theft. 

 

(6) In the USA, the Internet Crime Complaint Center (IC3), a partnership between the FBI and the 

National White Collar Crime Center, acts as central point for the reporting and collation of 

cybercrimes. It accepts online complaints from either the direct victims or third parties. Amongst its 

publications is an annual report on Internet crime. 

In its 2013 report, a headline figure of 262,183 reported complaints is given. Of these, 119,457 

(45.5%) included a report of financial loss, with the total losses reported amounting to 

US$781,841,611. 90.63% of the complaints related to crimes committed within the USA itself. 

Detailed figures are presented for a number of specific types of online crime. 

Type of complaint Total complaints Total combined losses 
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US$ 

Vehicle scam (auto-auction fraud) 14,169 51,581,511 
Romance scam (manipulation) 6,412 81,796,169 
FBI scam (threats) 9,169 6,348,881 
Hitman scam (threats) 772 1,941,208 
Ransomware scam (computer hijacking) 991 539,562 
Real Estate scam (rental fraud) 10,384 18,574,426 
Table 6. Complaints against combined losses 

 

With the caveat that these numbers are subject to reporting bias and estimation of losses, these 

results can tentatively be mapped to the classification of cybercrime above. Essentially they all fall 

into the broad remit of 2B-2, Online Fraud, with the exception of the ransomware scam, which falls 

reasonably into 1C-1, Disrupting Computer Services. 

It is clear that it is difficult to establish an accurate and reliable statistical picture of the current 

situation in respect of cybercrime. Attempts to obtain reliable and substantiated data are hindered 

by a number of factors: the absence of systematic data retrieval by relevant authorities; the lack of 

publication of data gathered during law enforcement activities; the data quality and quantity issues 

presented by self-reporting; the lack of awareness of some victims; the lack of consistent 

categorization and classification of types of crime; and the tendency to report attacks rather than 

crimes. Numerous information providers can present real-time data on the types of technical attacks 

that are currently being unleashed across the Internet, but none can provide similar information on 

the economic impacts of cybercrime. 

It is possible, however, on the basis of the results discussed above and of softer, less quantitative 

sources of information such as victim interviews, to identify preliminary trends and the relative 

significance of the different types of cybercrime that have been classified. It should be emphasised 

that this is very much a starting point, a basis for the detailed survey work that will be performed in 

subsequent phases of the E-CRIME project. 

In the table below we reproduce the earlier analysis and add columns representing three 

dimensions: the established frequency of such attacks or crimes; the perceived frequency; and the 

perceived gravity of such crimes. These columns are colour-coded according to the traffic light 

principle, with red indicating high frequency or gravity and green low frequency or gravity. For the 

purposes of clarity, the second “Alkaabi Subgroup” column has been removed. 

For types of crime where insufficient reliable information is available to make an evaluation, the 

table reports “N/A” – not available. 

 

CoE Convention Alkaabi Crime Established 
frequency 

Perceived 
frequency 

Perceived 
impact 

(Article 2) Illegal access 1. Hacking    

3. Privacy N/A   

(Article 3) Illegal interception 2. Misuse of Services    

(Article 4) Data interference 1. Virus    

2. Worm    

3. Trojan Horse    

4. Software Bomb    

4. Sabotage N/A   
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(Article 5) System interference 1. Virus    

2. Worm    

3. Trojan Horse    

4. Software Bomb    

1. Disrupting Computer 
Services 

   

2. Denying Computer 
Services 

   

4. Sabotage N/A   

(Article 6) Misuse of devices 1. Theft of Services    

2. Misuse of Services    

1. Harassment N/A   

3. Cyber-stalking N/A   

4. Spamming N/A   

5. Conspiracy N/A   

6. Extortion (not Critical 
Infrastructure Threats) 

N/A   

7. Drug Trafficking N/A   

8. Social Engineering    

     

(Article 7) Computer-related 
forgery 

7. Forgery / Counterfeit 
Documents 

N/A   

(Article 8) Computer-related 
fraud 

1. Identity Theft    

2. Online Fraud    

5. Telemarketing / Internet 
Fraud 

   

6. Electronic Manipulation 
of Markets 

N/A   

2. Online Money Laundering N/A   

     

(Article 9) Offences related to 
child pornography 

1. Child Pornography Out of scope Out of scope Out of scope 

     

(Article 10) Offences related to 
infringements of copyright and 
related rights 

5. Copyright Crimes N/A   

6. Intellectual property N/A   

Table 7. Inventory of cyber crime with perceived frequency and impact 

 

In summary, the most commonly perceived types of cybercrime aimed at individuals and institutions 

are identity theft and online frauds, with the losses occasioned by such crimes perceived as being 

significant. Attacks using various kinds of malware are perceived to be common and this is supported 

by the reported data, but the associated losses are not considered to be particularly high. 

It is also important to bear in mind, in the context of this document, that the cybercrime journeys 

described and analysed do not necessarily map onto individual crimes as classified in these 

taxonomies. Cybercrimes, like traditional crimes, are becoming ever more sophisticated and a 

complex crime may involve multiple phases of attack, each using different techniques. 

 

11. Introduction to cyber crime journeys  
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Central to work presented in Chapters 12 and 13 below are the construction and utilisation of 

cyber crime journeys. These practical tools are introduced and discussed in this Chapter along 

with a description of how they are integrated into the E-CRIME project     

The conduct of Journey mapping from the perspectives of both the criminal and victim were 

specific output from WP2. These journeys map of the actions of those committing different 

types of cyber crimes as well as the varied actions of their targeted victims. This ‘map’-style of 

output has been adopted and applied within a number of different disciplines where it is often 

referred to as a script. A script is a predetermined, stereotyped sequence of actions that define a 

well-known situation in a particular context (Borrion 2013), or more succulently “[a] script is simply 

a sequence of actions which make up an event” (Brayley et al 2011, p.133). Scripts are related to the 

concept of schema, i.e. “abstract cognitive representations of organised prior knowledge, extracted 

from experiences with specific instances” (Fiske et al 1980, Borrion 2013). When the sequence of 

events being scripted encapsulates the conduct of a criminal activity (as in the case of cyber crime), 

the output is commonly referred to as a crime script (Borrion 2013). Initially developed in 

psychology, scripts are now used in various fields from artificial intelligence to consulting.  

By schematically representing an anticipated sequence of actions, scripts are able to provide us with 

a cognitive representation of how we believe a sequence of events will occur (Abelson 1981, Borrion 

2013) such as the steps a hacker takes when attempting to commit a cyber crime. In this situation, 

the value of crime scripting as a crime analysis mechanism is believed to be in its potential to assist in 

the fight against such crime (Borrion 2013) through the identification of pinch points. For example, by 

graphically presenting the typical sequence of events for a crime that has been derived from 

mapping multiple instances of that type of crime, analysts are able to identify specific metaphorical 

gates the criminal must pass through if their crimes are to succeed. Once these points are identified, 

the logic is that those seeking to prevent such crimes will now know where best to focus their 

energies, whether this be through legislative/regulatory changes, the development of new 

technological protections, the behaviour modification of potential victims, and/or increased 

monitoring by LEAs so as to detect, deter and/or capture the cyber criminals.    

Scripts can be used to present different crimes, but are believed to be of particular use for new or 

complex crimes  (Brayley et al 2011). In a review organised crime-reduction strategies it has also been 

suggested that crime scripts be used as an innovative way to gain a more detailed understanding of 

complex forms of crime (Levi, Maguire 2004).  

For the E-CRIME project we have developed a generic journey map from the victim perspective, and 

eight journey maps from the perpetrator perspective representing a sequence of events within 

selected cybercrimes. This selection of journeys was based on commonalities between different 

crimes as provided for in existing literature and the results of expert interviews. As there is limited 

guidance to how crime scripting should be developed, in particular as to what should or should not 

be included (Brayley et al 2011), these journey maps provide a cognitive representation of how we 

believe a cyber crime takes place from preparation to monetisation and exit.  

Some crime scripts list a sequence of actions and don’t draw a diagram, others draw a graphical 

representation showing a series of actions and decision points (Brayley et al 2011). In graphical 

presentations scripts are usually drawn as a series of boxes, linked by arrows indicating direction of 

flow (where boxes indicate actions or decisions) (Brayley et al 2011). As the same crime can be 

committed in different ways, so can different routes (tracks) co-exist on one script (Brayley et al 

2011). Scripting does not require specific software (Brayley et al 2011).  
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There are various levels of scripts and selection depends on the script’s intended application (Brayley 

et al 2011). For the purposes of the E-CRIME project, we developed a high-level journey map 

detailing a general crime cycle (see Figure 9). This, however, is a general depiction of a cyber crime 

act from which more detailed maps in different categories have been drawn. The maps drawn for the 

purposes of this project are believed to cover a wide spectrum of cybercrime acts. In order to be of 

practical use in understanding cyber crime we used more detailed journey maps for different 

journeys, and in these more detailed journey maps we provided crime sequences from preparation 

to exit (see Figures 20-27).  

Since there are no standard journey mapping rules, we used our own symbols and drawings. We 

grouped similar actions under broad terms: preparation, execution, and monetisation. The journey 

maps developed for the E-CRIME project provide a step-by-step account of actions taken by the 

criminals throughout the crime. Crimes can be seen as a process where resources are required and 

decisions are made that together constitute the modus operandi of a crime. For example, the 

preparation phase includes pre-attack actions; i.e. initial decision, deciding the worthiness of attack, 

identifying victims, and conducting targeted reconnaissance. The preparation phase also includes the 

choice of an attack method, involving the cyber criminal undertaking an analysis of their own means 

and abilities and making the decision to outsource or buy solutions from external sources in the 

event of a resource or skills gap. The execution phase includes creating an attack plan and executing 

the attack, which comprises of entering or interfacing with target system and the actual criminal 

activities themselves (i.e. distributed denial of service (DDoS), extortion, espionage, etc.). The 

monetisation phase includes both payment in some form and the laundering of this payment, finally 

ending in personal gain for the criminal. Globally, cybercrime acts show a broad distribution across 

financial-driven acts, and computer-content related acts, as well as acts against the confidentiality, 

integrity and accessibility of computer systems (UN 2013).  
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12. Victims of cybercrime 
 

This chapter discusses the victims of cybercrime. Even though it is difficult to establish an accurate 

and reliable statistical picture of the current situation regarding cybercrime, we start by discussing 

the issue of victimisation. Cybercrime acts are broadly distributed across different cybercrime 

categories, with victimisation rates higher than conventional crime. The E-CRIME consortium has 

decided to use the approach provided by the Council of Europe’s Cybercrime Convention (2001) as a 

baseline, distinguishing between three types of offences – Offences against the confidentiality, 

Integrity and availability of computer systems and data; Computer related offences (forgery, fraud); 

and Offences related to infringements of copyright and related rights. Within these three general 

types of offences, we describe the relevant cybercrime victim journeys, providing reference to the 

corresponding perpetrator journeys, as described in Chapter 13. 

 

12.1 Cyber crime victimisation 
In 2011, at least 2.3 billion people worldwide (approximately one third of the world population) had 

access to the internet (UN 2013). About 45 per cent of the world’s internet users are below 25 years 

of age (ITU 2012), which corresponds with the age group at risk of cyber crime (European 

Commission, 2012). 

According to the UN study on cybercrime (2013), cybercrime acts are “broadly distributed across 

different cybercrime categories with victimisation rates higher than conventional crime in many 

cases”. The study states that victimisation rates for online credit card fraud, identity theft, 

responding to a phishing attempt, and experiencing unauthorised access to an email account, vary 

between 1 and 17 per cent of the online population. Private sector enterprises in Europe report 

victimisation rates of between 2 and 16 per cent for acts such as data breach due to intrusion or 

phishing.  

Another pattern is that cybercrime victimisation rates are generally higher in those countries with 

lower levels of development. Dividing the countries into two groups – those with a human 

development index measurement lower than 0.8 and those greater than 0.8 – shows higher 

victimisation rates in the less developed countries for unauthorised access to an email account, 

identity theft, and responding to a phishing attempt. Online credit card victimisation is slightly higher 

in the group of more developed countries (Figure 6).  
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Figure 6. Cybercrime and conventional crime victimisation. Source: UNODC elaboration of Norton Cybercrime Report and 
crime victimisation surveys. (Source UN Cybercrime study, UN 2013) 

 
 

Victims vary in their responses to criminal acts. Individual responses are influenced by the 

characteristics of the victim (age, gender, pre-victimisation adjustment), characteristics of the 

criminal event (type and seriousness of crime, relationship between victim and offender, and victim’s 

perception of who was to blame) and characteristics of the post-victimisation experience (level of 

involvement in the criminal justice system and degree of social support) (see Lurigio and Resnick 

1990; Roberts 2008). 

The initial reaction of victims is usually shock. This may be followed by physical, psychological and 

financial effects in the short term, with possible longer term effects on employment and 

relationships (UN 1999).  

In addition to victimisation resulting from the criminal event itself, the victim may experience 

secondary victimisation resulting from the response of authorities or other people to their situation 

(Roberts 2008). 

The response of victims to cybercrime also varies, with only a small percentage being reported to the 

police. Unwillingness to report cybercrime may be due to embarrassment, lack of knowledge on 

where or how to report the crime, or the small size of the loss (Wall 2004).  

Ngo and Paternoster (2011) surveyed a sample of 1533 students in the U.S. to assess the effects of 

individual and situational factors on cybercrime. They found that of the control variables, age, race, 

employment status and computer deviance were significantly related to cybercrime victimisation 

while sex and marital status had no effects on the likelihood of becoming a victim in cyberspace. 

The study found that being white decreased the potential of getting infected by malware by 

approximately 55% and receiving unwanted pornographic materials by about 67%. The study also 
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found that age is an important factor in malware infections and online defamation: each additional 

year in age decreased the odds of becoming infected with malware by approximately 2% and 

experiencing online defamation by about 6%. In addition to race and age, the study found 

employment to be significant factor: having full- or part-time employment decreased the odds of 

being harassed by a stranger (by approximately 71%) and experiencing online defamation (by about 

65%) (Ngo and Paternoster, 2011) 

Acts against computer systems (illegal access, interference, damage) have been found to be greater 

threat than other types of cybercrime. This means that primary concern is the confidentiality, 

availability and integrity of computer systems and data: unauthorised access, exfiltration of 

intellectual property, intrusion to web services, attempts to hack customer data systems, intrusion 

attacks, and denial of service attacks. (UN 2013). The next chapter therefore focuses on three 

primary types of cybercrime from the victim perspective: (1) Offences against the confidentiality, 

integrity and availability of computer systems and data; (2) Computer related offences (forgery, 

fraud); and (3) Offences related to infringements of copyright and related rights. 

 

12.2 Cyber crime: victim journey mapping  
The typical attacker’s modus operandi is gaining or blocking access to a victim’s device or its 

functionality (European Police Office 2014). A victim is affected by one of the attack vectors: spam, 

DDoS, defaced website, malware, removable media, direct entry to system, zero-day vulnerabilities, 

etc.  

Victims can be affected through their own action (relating to their regular use of information 

technology) – for example, clicking on links or opening attachments of unknown source, or using 

unknown removable media; or their non-action (relating to not taking appropriate action to keep 

their systems secure and up to date), for example, failing to update their systems and programs.  

One can (and often does) become a victim of cyber crime during his or her regular use of information 

technology: using e-mail (receiving and opening infected messages, attachments or links), browsing 

the web (visiting infected websites), using removable media (infected USB-s, hardware), etc. 

Alternatively, one’s devices or systems can become infected, if these are not patched or updated, if 

unsupported software or hardware is used, or if systems are poorly managed.  

Once affected by a criminal act, the victim will face damages. Their accounts may be hijacked, their 

identity may be stolen, they may lose data or intellectual property or it can become unavailable to 

them, data and devices may become encrypted, they may suffer direct financial losses, there might 

be damage to their reputation, or their computing power and other resources may be abused. 

Some, especially identity theft victims, may not realise their victim status until sometime after the 

criminal act when they are denied a loan or other services because of a poor credit rating. 


