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‘Doomsday list’ of catastrophic events

The Cambridge Centre for the Study of
“Existential Risk” produced in Sept. 2013
a list of the 6 most critical scenarios

Cyber attacks
One of the biggest threats is some kind of 
attack on the computers controlling the 
electricity grids around the world. Loss of 
electrical power would have immediate and 
possibly severe consequences if it could not 
be restored quickly
.

A Cyber Attack against ICS has 
considered as the most critical scenario

http://cser.org/

http://cser.org/


Cyber-Physical Systems

Field level

Remote level

Application level

Malicious manipulations/faults may happen at all levels



Industrial Control System (ICS)

• These system have a very long life-cycle (tens
years)

• These systems are characterized by a huge
number of I/O devices

• Many messages of few bytes (their number
increases in the case of anomalous situations)

• They have been historically separated by IT (in
1994 IEEE “Security is the ability to detect errors
in the original information transmitted, caused by
noise on the communication channel”)

• They need HARD REAL time requirements (vs soft
real time)

• They operate 24/7/365 per year
• Availability is more crucial than confidentiality



The cyber threat to ICS

V A virus/worm may block the server
(e.g. slammer worm)

V A virus/worm may modify the normal
behaviour of the process control (e.g.
stuxnet)

V An hacker can introduce into the
system and modify the data (data
corruption)

But alsoéé



The cyber threat 2

The cyber action can be targeted to the fault
detection system with the aim of:

Ç Block communications. A DDoS attack can block
the communication (e.g. slammer worm)

Ç Masking a physical event, i.e. makes
undetectable faults or critical situation

Ç Induce false alarms. It is more easy to inject
anomalous data and force the system
automatically adopts emergency procedure (e.g.
shout-down), rather than be able to malicious
introduce a dangerous sequence of command



Black-out in USA and Canada due to a block in the alarm

and communication module

14 August 2003
loss of 61,800 MW of electric 

load

50 million people
affected

Estimated cost: 
4,5 B$ - 8.2 B$



The FACIES European Project

With the financial support of the 

ñPrevention, Preparedness and 
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Terrorism and other Security-

related Risks Programmeò
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IC #1

IC #2

IC #3

IC #4

How identify failures/attacks having a partial and limited vision of the
process in the presence of interdepenencies and taking into account
also the possible cyber-data manipulation and cyber failure?



The FACIES Architecture
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The Simulated Scenario
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