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Poste Italiane: national leader in digital services

Poste Italiane is one of the main Italian organizations (144,000 employees, 13 MIn of
online customers and widespread territorial presence in Italy with 12,000 post offices).

Services offered in the financial, logistics, postal, insurance, digital communication,

mobile and TLC sectors.

Finance and
Insurance

Logistics and
Postal

Digital
communication

Mobile and
TLC

5.8 Mln banking
account

18 MIn payment cards
10 MIn prepaid card

12,000 postal offices
Ecommerce services
38,000 vehicles

* Web channel - more

than 70 Mln
page/month viewed
Certified email

>3 Mln SIM cards
23,500 postman with
mobile terminal for
mobile services

With 144,000 employees,
Poste Italiane is the
largest Italian company
and State owned
enterprise

Poste Italiane’s customers
are citizens, Public
administrations and
private enterprises

Poste Italiane provides
traditional and new
services through internet
and mobile channels

Poste provides e-finance, e-
government, e-commerce,
e-post digital
communication services

L

POSTE ITALIANE NEEDS

Protecting customers is
a top priority in Poste
Italiane business strategy
Providing secure and
continuous services is
essential to guarantee
customer satisfaction
More and more
sophisticated cyber
attacks working on a
global scale call for a
deeper cooperation at
international level
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Poste Italiane: a history of leadership in Cyber Security

To integrate and coordinate prevention,
analysis and response capabilities through a
unique interface

To increase cyber security capabilities through
research, education and awareness

To strengthen collaboration between
public and private stakeholders to contrast
cyber crime
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STRATEGIES

Monitoring capability
to intercept ongoing

Goals attacks and react to
IT incidents
e Continuous
. tori
Achievements . .o coone

e Anti-Fraud
* Anti-phishing
* Anomalous behavior

ASSET PROTECTION

2009

SHARING &
PPP

Enhance security
through cooperation
and Information
Sharing

PPP - Public-Private
Partnership between
law enforcement,
academia, legal, and
private sector

INFORMATION

2010

POLICIES &
EDUCATION

 Contribute to
international
policies

 Education and

awareness

» Cooperation on
cyber security with
ISO, ICANN, NATO

* MSc in Cyber
Security
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COMPUTER
EMERGENCY
RESPONSE
TEAM

2013

INTEGRATED
SECURITY
SERVICES

Aggregate
competencies,
integrate information
flows, share

intelligence on on?oing
Standardization o

security services to
support internal
constituency and third
parties
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Poste Italiane’s Cyber Security Ecosystem

Cyber Security Innovation Lab
A research lab that looks into Cyber
Security issues, set up through by Poste
ltaliane in collaboration with the Trento
RISE association.
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Computer Emergency Response Team
Operations centre for preventing

and responding to IT incidents.
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Cyber Security District \

Technological hub for industrial research
and the development of security solutions
aimed at protecting end users, electronic
payments and the computerisation

of documents. Created thanks to the
PON project funded by the Ministry of
Education, Universities and Research.
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® COLLABORATIONS

e Other CERTs or CERT organisations

e European organisations

e International organisations

Lo Police forces

e Public Administration

e European Electronic Crime Task Force (EECTF)

e |tallan and European research networks

e Halian networks and underground community
forums
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A new concept of integrated defense: the PI-CERT 5

Computer Emergency Response Team
Organization whose aim is to analyse the security of system and networks in order to

provide response services to incidents, share early warning bulletins on vulnerabilities
and threats and offers support for improving network and system security

INTERNATIONAL

MISSION CERTIFICATIONS
» To provide a unique point of coordination of all the activities
related to prevention and handling of cyber threats
CE RT impacting the information assets of Poste Italiane, by an
o e v oo integrated management of all the relevant flows coming

Posteitaliane from each of the already active operation centers

« To represent, at the same time, a unigue interface towards
the outer world with reference to all the operative
information exchange activities

B

\v TF-CSIRT
Trusted Introducer

CERT Value to the Poste Italiane Group J

Protects information assets and ensure customers’  d grbtection

Enables cooperation with quaified international partners

cloud
Provides security services according to international standards alliance

Represents a centre of excellence for competencies and industrial research

v Posteitaliane




The Cyber Security Competence Center 6

Cyber Security Competence Center develops research and innovation activities, by EU-funded research,
prototype development, intelligence analyses and technology watches, with the goal of supporting the
business in evaluating security impacts of emerging criticalities and potential threats to the information

assets, services and customers.

_________________________________________________________

* Demo of real attacks in a Lab
environment, analysis of modus operandi *,
and countermeasures \

* IT security compliance test and validation EU funded
; \ Research projects

* Malware analysis EIT/ H2020/ FP7

& forensics

Cyber Security

* URL analysis &

* International Online Safety Awareness
Working Group /

_________________________________________________________

APT detection Lab
____________________________ CYBER SECURITY
S COMPETENCE
.+ Information .. CENTER
. Security Watch Tra'm.ng’
« Administration Efucatlon &
. of PI-FERT wareness European
. website / . .
: . . . . Electronic Crime
.« Partecipation to info-training session in Task F
. the field of cyber security ask Force
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_________________________________________________________

/'« Analysis of regulatory framework in EU

/
7
7

i and in Italy (SPID)

/

* National pilot of SPID Idfentity Proisioning

for security test
Focus Group on

Digital Identity

* Definition of
Technical

 SPID IdentityLab |
guidelines

* Participation to
restricted access

Observatory on €
communities

Cyber Security

* Open Source

* Cyber Security Technology Scouting &
Technology Benchmarking

.+ Support to early warning activities and
information sharing of PI-CERT

_________________________________________________________

INTelligence |
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EU funded research projects

» Projects have been started, aligned to the operational goals of PI-CERT
» Operational benefits coming from technological and procedural innovation

« Economic benefits E;‘;i’&"ai‘;m

N\

- Ongo]ng prOJectS ____________________________________________________________ ~
Cooperation network between CERTSsfor
critical infrastructure protection
Research priorities in Cyber Security and
— | | | —— 2 Cybe 240):\D) agenda definition for EU2020
SEVENTH FRAMEWORK
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Cross-National Digital
Identity Management

» FIDES - Federated Identity Management System
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ECOSSIAN

EUROPEAN CONTROL SYSTEM SECURITY INCIDENT ANALYSIS NETWORK
June 2014 A May 2017 // www.ecossian.eu // Funded under EU FP7

MISSION

The mission of ECOSSIAN is to improve the detection and management of highly sophisticated cyber security incidents and
attacks against critical infrastructures by implementing a

PAN-EUROPEAN EARLY WARNING AND SITUATIONAL AWARENESS FRAMEWORK WITH COMMAND AND
CONTROL FACILITIES.

» Development of a CROSS BOARDER EUROPEAN EARLY WARNING SYSTEM FOR CRITICAL INFRASTRUCTURES

» Three tier of collaborative, interconnected Secure Operation Centres (SOCs)
( e = /=) — Local/sub-state SOC
NI R o SR ) early detection and data collection with aggregation

National SOC
Situational Awareness using aggregated and correlated data

Transnational SOC with command and control capabilities with inclusion of
member state SOCs
Transnational Situational Awareness and coordinated and consistent crisis

( management
TECHNIKON M Tomess  Z2 Fraunhofer pwiMinds  [CETENE 1 GssS
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http://www.ecossian.eu/

CyberROAD

June 2014 A May 2016 // www. http://www.cyberroad-project.eu/en/
// Funded under EU FP7

MISSION

TO IDENTIFY CURRENT AND FUTURE ISSUES IN THE FIGHT AGAINST
CYBER CRIME AND CYBER TERRORISM TO DRAW A ROADMAP FOR

RESEARCH CYBERROAD —

» A detailed snapshot of the technological, social, economic, political, and legal scenario on which cyber
crime and cyber terrorism do develop will be provided.

» Cyber crime and cyber terrorism will be studied, in order to identify priorities and research bottlenecks.

» The wide consortium as well as the advisory board, will ensure the involvement of all the possible
stakeholders, by allowing to have a clear and complete picture of the real priorities.
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http://www.ecossian.eu/
http://www.cyberroad-project.eu/en/

FIDES - 2015

FIDES - Federated IDEntity

management System

» To develop a framework for digital identity management services
in EU, with a unified approach which may aggregate current initiatives

Deploy a working pilot of an open, federated, identity infrastructure

service provider, deliver the implementation guidelines and define
the relevant business model

and regulations under a unique methodological approach

» To define accordingly technical guidelines for identity
providers , service providers and attribute authorities

» To develop three use-casesto evaluate and define business models to provide digital

identity services in the current marketplace.

» To develop a working pilot project at

national level with a local public administration

where the implementation might take into account all the requirements of the current

national regulations (SPID in Italy )

* Intellium

* TNO

* DFKI

* Thales

* Atos

e Jan 2015 - Dec 2015

TASKS

1 ¢ MARKET ANALYSIS

2¢ 1D PROVIDER FRAMEWORK AND REQUIREMENT

3¢ FIDES ARCHITECTURE AND DEVELOPMENT

4 ¢ FIDES PROTOTYPE

/ * University of Budapest
S '_]

5 ¢ USECASES

Telecom Italia

Poste Italiane
FBK
PolitecnicodiTorino

Reply

6 ¢ PILOT

7 ¢ PROJECT MANAGEMENT
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MOBILE SHIELD - 2014&2015

Real-Time Security Shield for Mobile Platforms

* Project Goals

» To develop new solutions for detection and contrast of frauds,
specifically designed for mobile platforms

+ Expected outcomes
» To extend and strengthen current fraud management services available for mobile platforms
» To protect users’ identities and sensitive data
» To develop competencies and knowledge in the field of mobile malware and possible countermeasures

» To transform research results in direct value for business, via the definition of suitable business models
and go-to-market approaches

« Technical oputputs
* Anomalous behaviour real-time detection service and centralized management
* Fraud detector and malware protection via virtual environments
* Anonymizer and privacy-preserving tools for secure browsing via mobile
» Secure application and secure app store
+ Partners

« Universita di Trento (Leader), F-Secure, Lulea University of Technology, Technische Universitdt Berlin -
Deutsche Telekom AG, Reply SpA

e Duration
« Jan 2014 - Dec 2015
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The EECTF - European Electronic Crime Task Force

12

‘ European Electronic
Crime Task Force

* Information Sharing and analysis of best practices against Cyber Crime in Europe

 Strategic alliance between LEAs, academia, legal, and private sector entities, promoted
by Poste Italiane, United States Secret Service and Polizia delle Comunicazioni

| unhenStatesseoret Senvog = CHAIRMAN | delle Comunicazion
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) B SERVICE
\_/\ \\ \‘%MS-/ UTILITIES
/ EECTF COMMUNITY ‘

= EURTPOL| \l

SERT-EU |

Polizia Postale e

* VISAEurope

Listof EECTF
PermanentMembersas
of July2013:

« GCSEC

* UNICRI

« BulgarianPolice

* RomanianPolice

« Italian Ministry of
Economy and
Finance

« Consip

* SelexES

« CA

« Kaspersky

« RSA

* Symantec

* Verizon

* ABILab

« Citibank

* Unicredit

* American Express

* Mastercard

OPERATIONAL INFO EXCHANGE

» Stolen credentials of financial services and
other info related to IDENTITY FRAUDS

* Fraudulent IP addresses and other
information related to FINANCIAL E-CRIME

* Malware intelligence information and other
information related to MALWARE ACTIVITY

STUDIES
* Global Awareness and Education Initiative

* Global eCrime Taxonomy, in cooperation
with the Anti-Phishing Working Group

* Cybercrime Information Sharing Best
Practices, with GCSEC and UNICRI

PHYSICAL MEETINGS

* Plenary Meetings - EECTF Community, 2 per Year,
average 150 participants, 50 organizations

» Restricted Meetings - Permanent Members Group, 6 per year

INSTITUTIONAL COOPERATIONS

» Public Hearing at the Ninth Standing
Committee of the Chamber of Deputies
National Survey on Network Security

* Public Hearing at the Italian Ministry of
Economic Development - Italian Digital
Agenda - Steering Committee Subgroup
Infrastructure and Security
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