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Objectives

• analyse the structures of cyber crime 
networks, their economies and criminal 
revenue streams that support these networks; 

• develop perpetrator and victim “journey 
maps”. 



“Journey mapping”

• identify the cyber criminals’ modus operandi, 
or how they operate within a crime cycle from 
preparation to monetization and exit. 

• provide a sense of the processes and practices 
through which cyber crime occurs, including 
both technological and organisational 
pathways.



Methodology

• Literature review

• Expert interviews

• Crime scripting
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Structures of organised crime groups



Cyber crime cycle
• Preparation (recce, prepare attack vector, …)
• Execution (establish foothold, move laterally, 

maintain presence, escalate privilegies, conduct
multiple crimes, …)

• Monetization (real money, cybercurrency, trade, 
mules, …)

Preparation MonetizationExecution



General crime cycle

Attack plan/ 
execution
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General victim journey
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Journeys mapped

• Building a botnet

• Extortion (ransomware)

• Espionage (APT/ APA)

• Malware development/ 0-day exploit 
development

• VoIP attacks

• Cryptocurrency mining

• Crypto cracking/ DRM cracking

• Click fraud



Building a botnet

Deliver
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Coupling RAT with an exploit
into a deliverable payload by 
means of an automated tool. 

Weaponised deliverable can be
PDF or MS document, link to

website.

Develop Exploit

Target an application or operating system 
vulnerability, could also exploit
users or leverage an operating system feature 
that auto-executes code.

Install

RAT or backdoor on 
the victim system 

allowing the 
criminal to maintain 
persistence inside 
the environment.

Establish Command
and Control channel
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Configuring botnet
Monitoring botnet



Extortion (ransomware)

Deliver exploit

Transmit exploit to 
targeted 

environment (e-
mail attachments, 

websites or
removable media).

Gain access: 
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- User actions
- Elevate privileges (opt)
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resources
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Espionage (APT/ APA)

Deliver exploit

Transmit exploit to 
targeted 

environment (e-
mail attachments, 

websites or
removable media).

Gain access: 
- Malware
- User actions
- Elevate privileges
(opt)
- Lateral
movement (opt)
- Access to
required resources

Enter/ 
interface with
target system
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system, 

exfiltrate data
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Malware development/ 0-day exploit development

Deliver

Deliver malware to
target environment. 

Can be e-mail 
attachments, 
websites or

removable media.
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resources
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Cryptocurrency mining

Mining plan/ 
execution

Decide desired end-
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Crypto cracking/ DRM cracking

Mining plan/ 
execution
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VoIP attacks

Attack plan/ 
execution

Break into
machine/ phone/ 

VoIP stations

Attack method

Own means and 
abilities
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Seller/ deal-
breaker/ broker

developer programmer Service provider

Monetization
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telephony),
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- Calls between networks

Sale of phone services



Click fraud

Transmit exploit to 
target (e-mail 
attachments, 
websites or

removable media).
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